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Abstract

A rich body of literature assembled over the last 30 years
shows that traffic traversing wide-area Internet links is con-
sistent with self-similar (temporal) scaling behavior and that
sets of observed addresses have multifractal (spatial) scaling
behavior. In view of this empirical evidence, these behav-
iors cannot be viewed as mere mathematical curiosities but
should justifiably be called invariants of measured Internet
traffic (Internet invariants, for short). At the same time, it is
fair to say that the early architects of the Internet were largely
unaware of these properties and certainly did not intend to
design a network so that the traffic traversing its links would
exhibit self-similar scaling in time or multifractal scaling in
the IP address space.

In this paper, we resolve this apparent disconnect between
architectural intentions and observed behaviors by apply-
ing the perspective of Highly Optimized Tolerance (HOT).
In particular, we take inspiration from studies on the ori-
gins of (temporal) self-similarity in measured Internet traf-
fic but focus on a fundamentally new approach to under-
standing multifractal (spatial) scaling behavior. Specifically,
we examine whether this invariant can be viewed as a visi-
ble hallmark of underlying but largely unknown robust de-
sign efforts, and explore a reverse-engineering approach to
determine the concrete nature of the constrained optimiza-
tion problems that these robust designs solve. Based on
the insights gained from such reverse-engineering efforts,
we demonstrate with illustrative examples the benefits of
subsequent attempts at forward-engineering—systematically
leveraging the identified robust designs in order to provide
scientifically sound intellectual foundations and practical
principles for designing future networked systems.

1 Introduction

As articulated eloquently more than 20 years ago in [19],
“the Internet is a moving target: it is subject to major
changes in how it is used, with new applications sometimes
virtually exploding on the scene and rapidly altering the lay
of the land.” In such an environment where change seems
to be the only constant, networking researchers have been
struggling to ensure that their research efforts or prototype
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implementations don’t become obsolete in the blink of an
eye but have long-term relevance. The authors in [19] (con-
cerned mainly with faithfully simulating even just parts, or
specific aspects of the Internet) argue that one way to cope
with this constant change is to look for invariants; facets of
Internet behavior that have been empirically shown to hold
in a wide range of environments and be largely immune
to changes up and down the protocol stack and across this
global-scale network.

Despite their potential utility, in this work we argue that
there is more to Internet invariants than meets the eye. With
the exception of patently human-related behavior (e.g., di-
urnal patterns of activity, Poisson session arrivals [19]), In-
ternet invariants are rarely the outcomes of explicitly spec-
ified design objectives and definitely not the result of self-
organized criticality [6]. This leads directly to fundamen-
tal questions such as “If a given invariant is the observable
manifestation of an underlying but unknown robust design
effort, then what is the problem that is being solved by that
design effort?” Answering such questions involves a pro-
cess called reverse-engineering to formulate the optimiza-
tion problem that the underlying design effort is attempt-
ing to solve. Applying the ensuing solutions requires a pro-
cess of forward-engineering to systematically study the solu-
tions’ properties as a function of alternate optimization cri-
teria, resource constraints, or sources of uncertainty. As a
framework for realizing such processes, we leverage ideas
of Highly Optimized Tolerance (HOT) [10, 15, 11], where
deliberate robust designs aim for specific levels of tolerance
to uncertainty which must be traded off against the cost of
some compensating resources. Leveraging HOT-based un-
derstanding of Internet invariants potentially yields powerful
means to develop future network designs that focus on first-
principles approaches to fundamental questions (see [13] and
references therein), rather than seeking “quick and dirty” so-
lutions to transient problems.

To illustrate the potential of HOT-enabled approaches
to comprehending Internet invariants, in this work we fo-
cus in particular on Internet traffic invariants; that is, well-
documented and ubiquitous properties of real-world Internet
traffic that hold irrespective of where in the wide-area Inter-
net, at what point in time, or under what networking condi-
tions the traffic was measured (but see the caveat below). The



existence of such traffic invariants provides researchers with
much-needed grounds to assess existing or study new ap-
proaches to Internet-specific traffic processing systems, pro-
tocols, applications, or services.

Internet traffic naturally decomposes into a temporal di-
mension and a spatial dimension. While the former is con-
cerned with temporal aspects and properties of measured
packet traffic on a link within the network (e.g., packet per
second), the latter refers to the structure of how sets of ob-
served addresses in measured packet traffic on a link within
the network manifest in the address space (e.g., observed ad-
dresses per prefix). Study of the temporal dimension of Inter-
net traffic unfolds in a rich literature shaped by the discovery
some 30 years ago [27] of a facet commonly referred to as
self-similar scaling (or self-similarity, for short) [27, 32]. In
Section 2, we briefly review the current understanding of its
root causes, especially the connection to heavy-tailed files
or flows (i.e., mice-elephant paradigm) and recall a prior but
largely overlooked HOT-based effort from the early 2000s at
reverse-engineering that identifies self-similarity as an ubig-
uitous outward manifestation of a robust and fundamental,
but not explicitly stated Internet design principle [47].

In this work, we explore how taking inspiration from prior
work on temporal self-similarity leads to a fundamentally
new approach to characterizing the spatial traffic invariant of
multifractal scaling. Despite its potentially equal relevance to
present-day and future Internet design problems, the spatial
dimension of Internet traffic (i.e., the structure of how sets
of observed addresses in measured packet traffic on a link
within the network populate the address space) has received
only cursory attention to date and lacks the understanding we
require from an invariant so it can serve, in the words of [19],
“as a point of stability upon which we can then attempt to
build.”

The main goal of this paper, then, is to lay the ground-
work for future investigation of this spatial dimension of In-
ternet traffic by starting with what is currently known about
how observed addresses in measured Internet traffic are ar-
ranged in the IP address space. Our point of departure is a
preliminary empirical finding, first reported some 20 years
ago in [24, 25, 7], that observed addresses exhibit multi-
fractal scaling behavior. Unfortunately, this work produced
inconclusive results due to reliance on pictorial rather than
statistical evidence and use of poorly-understood analysis
techniques such as the histogram method [17, 36]. Critically,
from the perspective articulated above, it did not perform
sufficiently deep of an analysis to truly understand and lever-
age multifractal scaling as an Internet traffic invariant; that
is, it did not seek to identify an underlying robust design ef-
fort that could explain why multifractal scaling is widely ob-
served and can hence be rightly called an invariant. The im-
portance of such a foundational understanding was not lost
on the authors of the original study [24] who state succinctly:
“without a convincing description of how [multifractal] ad-

dress structure arises, the results of the explorations [in their
paper] must be considered preliminary.”

By advocating for a comprehensive view of Internet in-
variants, our current effort advances understanding of appar-
ent multifractal address structure in measured Internet traffic
along the following two fronts:

* We revive study of the spatial aspects of measured In-
ternet traffic but approach the problem from a new “net-
working first, statistical inference second” perspective.
In particular, Section 3 presents new results on con-
structing and empirically validating an evocative math-
ematical model in the form of a finite conservative cas-
cade. This model accounts for the underlying Internet
mechanisms and processes by which IP addresses are
allocated and used, explaining why sets of IP addresses
that are responsible for the traffic traversing a link in the
network are necessarily multifractal in nature.

 Section 4 pushes beyond “what meets the eye” to pro-
pose reverse- and forward-engineering efforts to un-
derstand (i) in what sense this new Internet invariant
is also the ubiquitous outcome of robust designs con-
cerning how IP addresses are actually allocated to vari-
ous Internet stakeholders, (ii) what looking through the
multifractal lens can tell us about the ingenuity of the
original Internet designers who were first and foremost
concerned with providing the necessary stability for the
network to continue to grow in size and (iii) what are
the possible ramifications of this new invariant for de-
signing future networked systems.

Caveats: While this work demonstrates how empirical study
of an observed Internet invariant combined with consider-
ation of the highly engineered nature of the Internet yields
fundamental insights beyond what is explicitly documented
in RFCs or standard textbooks, we hasten to mention that
it describes work-in-progress, is admittedly incomplete, and
prone to misunderstandings. For example, our focus in this
paper is on Internet invariants that concern the wide-area In-
ternet and manifest in traffic over access or backbone links
that is assumed to be generated by heterogeneous sets of
hosts, applications, and services. In particular, we are not
claiming that Internet invariants are encountered in any per-
ceivable network environment, under any traffic conditions,
or at all times. For example, we are not saying that special-
ized environments such as intra-datacenter networks [45, 8]
or Industry 4.0 industrial networks [38] will observe traffic
invariants such as (temporal) self-similar scaling or (spatial)
multifractal scaling. At the same time, our pursuit of HOT-
based approaches enables a path to understand what the ab-
sence or presence of a given traffic invariant might says about
the design principles at work for a given network environ-
ment.



2 There is more to self-similarity ...

We first consider the well-documented and ubiquitously ob-
served self-similarity property of measured Internet traffic,
listed in [19] as a “promising candidate” for an Internet in-
variant. We briefly summarize in this section our present-day
understanding of this candidate and discuss ways in which
this understanding can be solidified and improved beyond
what has been reported in the existing literature on this topic.

2.1 The known pieces of the puzzle

The initial empirical studies of observed self-similar scal-
ing in measured Internet traffic were published in [27, 32].
Almost immediately, the focus shifted from quantifying the
extent of self-similar scaling in measured traffic traces to try-
ing and answer the question “Why self-similar?”” This ques-
tion was subsequently answered in [42, 14] where the au-
thors provide an empirically-validated physical explanation
that leveraged a generative mathematical construct known as
the Mandelbrot process (i.e., superposition of IID renewal
reward processes with heavy-tailed rewards/durations). This
construction identified the ubiquitously observed heavy-
tailed nature of individual flows or file transfers that make
up the aggregate self-similar packet traffic as root cause for
the observed self-similar scaling behavior [32, 42, 14, 4].
Subsequently, this root cause has also been termed the mice-
elephant property of Internet traffic - while most flows are
small in size and short-lived in time (mice), a few large and
long-lasting flows (elephants) are responsible for most of
the traffic. Importantly, answering the question “Why self-
similar?” with “Because of heavy-tailed flow sizes/file trans-
fers!” triggered a yet more profound question in the form
“Why does Internet traffic have the mice-elephant property?”

This question was answered in large part in [47], where
the authors expanded on the theme of Highly Optimized Tol-
erance (HOT) which argues that heavy tails are the ubiqui-
tous outcome of robust designs of complex engineered sys-
tems and not the result of some phase transition as is pro-
moted by advocates of Self-organized Criticality (SOC) but
which lacks any engineering relevance. More precisely, the
HOT approach described in [47] treats the layout of a Web
site as an optimal design problem where the design objec-
tive is assumed to be the minimization of the average file
size (which roughly translates into minimizing the latency
that the user experiences in downloading files while brows-
ing the Web site), subject to navigability constraints (e.g., the
total number of files on the Web site). When formulating and
solving Web layout designs as such constrained optimiza-
tion problems, the authors of [47] report analytic and sim-
ulation results that show that the obtained solutions invari-
ably produce heavy-tailed file sizes. This particular reverse-
engineering effort then suggests that heavy tails and, in turn,
self-similarity, are a permanent and omnipresent feature of

Internet traffic, and not an artifice of current applications or
user behavior. In fact, as argued in [47], the obtained findings
suggest that “[self-similar] traffic has some aspects which
are intrinsic to at least the current dominant application, the
WWW, and may be even more intrinsic to any application
which organizes information for human consumption.”

2.2 Some missing pieces of the puzzle

The insight that the described HOT-based approach provides
for recognizing the temporal self-similarity invariant of In-
ternet traffic (or equivalently, its ubiquitous mice-elephant
property) as outward sign or observable manifestation of a
fundamental underlying robust Internet design principle is
profound; the identified design principle calls for applica-
tions to organize information for human consumption. Nev-
ertheless, the type of reverse-engineering efforts motivated
by this approach have received surprisingly little attention
from the community in the last 25 years. A notable excep-
tion are related studies that aim at developing a mathemat-
ical theory of network architectures by considering “layer-
ing” as optimization decomposition (see [13] and references
therein). Below, we discuss a number of topics that explic-
itly concern the design of future networked systems and re-
quire further reverse- or forward-engineering efforts (beyond
the scope of this paper) to substantiate our stated hypotheses
that are largely informed by our current understanding of the
corresponding past reverse-engineering efforts.

Why is it important for applications to organize infor-
mation for human consumption? One important insight
gained from [47] is that the heavy tailed characteristics of
Web traffic are likely to be an invariant of much of the
future network traffic, regardless of the dominant applica-
tions. Intuitively, since most human-oriented data commu-
nication processes involve both active navigation and ul-
timately the transfer of large objects, they split much of
the traffic naturally into mice (e.g., thumbnails, titles, ab-
stracts) and elephants (e.g., high-resolution picture or video,
full paper or entire book). As a result, this “encoding” can
be expected to persist, irrespective of the applications or
services considered. At a more fundamental level, we hy-
pothesize that the root cause for this ubiquitous encoding
or organization of information for human consumption is
the human brain’s highly constrained information process-
ing capability—it works at a mind-numbing slow pace of
just around 10 bits per second [46]. The reverse-engineering
efforts considered in [47] provide a promising roadmap for
rigorously proving these intuitive arguments and hypotheses.
But future Al-based applications and services will cer-
tainly change everything! Or will they? Looking towards
the future [26], while the insights gained from this line of
research caution for continued vigilance with respect to the
validity of the time-tested split of modern Internet traffic
into elephants and mice, they also suggest that even with



the emergence of new Al-driven applications and services
(e.g., LLM inference), the mice-elephant split of Internet
traffic will largely persist and will remain an invariant of
future Internet traffic because even this new generation of
applications can reasonably be viewed as striving to orga-
nize information for human consumption. However, to rigor-
ously establish such futuristic scenarios, alternative HOT for-
mulations that result in constrained optimization problems
with potentially different design objectives and resource con-
straints (e.g., different from minimizing the average down-
load time and with different navigability constraints) may
need to be explored to see whether they support our current
understanding or identify explicit design objectives that ex-
pand on or differ from the notion of organizing information
for human consumption.

There are no signs of self-similar traffic in my network!
Even though [47] provides a promising blueprint for suc-
cessful reverse-engineering (i.e., formulating the constrained
optimization problem that is being solved by a given robust
network design), we are not aware of significant subsequent
work that leverages the insights obtained from this reverse-
engineering and applies them to the process of forward-
engineering—i.e., systematically studying what kind of net-
work designs result from purposefully modifying either the
objective function or the constraints of the constrained op-
timization problem at hand. Such forward-engineering ef-
forts would be invaluable for answering questions such as
why network environments such as a datacenter serving an
application- or service-specific type of traffic and being op-
erated by a single entity that decides what portion of that
traffic traverses each link may not see self-similarity in its
traffic [5], what other properties such environments may ex-
hibit [43], and why futuristic scenarios where human end
users are largely replaced by cyborgs that can easily pro-
cess information at Mbps-Gbps speeds may require robust
designs that result as solutions to very different constrain op-
timization problems compared to those formulated in [47].

3 A recent invariant: Multifractal
scaling of observed addresses

Unlike the self-similar invariant of Internet traffic’s temporal
dimension which has received significant attention from the
research community, establishing the multifractal invariant
of Internet traffic’s address space dimension requires funda-
mentally new approaches described in this section.

3.1 A picture is worth a thousand words

To study aspects of the spatial structure of observed IP ad-
dresses in measured Internet traffic, we consider datasets
such as CAIDAS00k that was obtained by using the first

500,000 unique source IPv4 addresses observed in the
CAIDA-dir-A trace [9].! To develop intuition about how sets
of such observed addresses populate the IP address space,
we leverage the geometric interpretation of observed sets of
IPv4 addresses either as point sets in the discrete 1D interval
[0,232 — 1) or in the discrete 2D square [0,2'® —1) x [0,2!6 —
1).? In Figure 1, we use the well-known Hilbert curve-based
visualization method that maps the 1D IPv4 address space
into a 2D square-image [2, 1, 3] and has the property that
prefixes always appear as squares next to their siblings and
within their parents (under the usual CIDR interpretation of
bit-wise address prefixes).

In particular, the two rows in Figure 1 show this visualiza-
tion for the dataset CAIDAS500k (Figure 1a) and for a set of
500k distinct addresses sampled from a uniform distribution
(Uniform500k, Figure 1b). The coloring of each square indi-
cates the relative number of actual IP addresses (i.e., /32 pre-
fixes) observed in the corresponding prefix (e.g., red (blue)
prefixes contain one or more (no) observed IP addresses). For
each row, the first visual shows the IPv4 space at /8 granu-
lairy, and each subsequent visual “zooms-in” on the marked
prefix in the previous visual at longer prefix length until in-
dividual source addresses (in a particular /24) manifest in the
last visual of a row.

. L ——
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(a) CAIDA500k

(b) Uniform500k.

Figure 1: lllustration contrasting the structure of IP addresses observed in
real-world Internet traffic (a) and synthetic IP addresses from a uniform
distribution (b).

The stark visual difference apparent between Figure la
and Figure 1b illustrates the complex intrinsic “cluster-
within-cluster” structure of real-world IP addresses, a telltale
sign of multifractal scaling identified in previous work [24,
25,7, 29]. In the case of CAIDAS500k (Figure 1a), the zoom-
in’s for the intermediate stages look qualitatively similar
(with the exception of artifacts in the first and last visuals
due to known reserved blocks of IPs and discreteness effects,
respectively) and exhibit visually apparent cluster-within-

'We experimented with datasets of different sizes and assembled over
different periods and observed no qualitative differences.
2 A similar exercise can be conducted for IPv6.



cluster behavior with no “typical” cluster size (e.g., in terms
of their area or their number of addresses as indicated by
color). In the case of Uniform500k (Figure 1b), we also ob-
serve qualitatively similar-looking zoom-ins across the dif-
ferent visuals, but the appearance of the zoom-ins is notice-
ably less “intermittent”—the cluster-within-cluster behavior
is more regular and allows for discerning a high degree of
uniformity (in terms of color) and homogeneity (with respect
to cluster size).

The analysis in [29] uses newly developed robust statis-
tical techniques to rigorously show that this pictoral evi-
dence is indeed consistent with multifractal scaling and holds
across a wide range of different past and present real-world
Internet traffic traces.

Given this ubiquitous presence of multifractal scaling of
observed addresses in measured Internet traffic, we next
seek to explain the underlying processes through which such
multifractal scaling comes about in these observations. We
advance the hypothesis that observed multifractal scaling in
measured Internet traffic arises through the combination of
a conservative cascade process (initially proposed in [7, 37])
that captures how IP address spaces are divided up and allo-
cated (§ 3.2 - 3.3) and a process that accounts for the uncer-
tainty of encountering allocations associated with different
types of organizations or Internet stakeholders depending on
where in the Internet traffic is measured (§ 3.4).

3.2 The baseline conservative cascade

A conservative cascade is a random cascade model where at
each recursive step, a given “mass” (defined as number of
observed distinct addresses) associated with parent prefixes
is divided between child sub-prefixes. Under the CIDR in-
terpretation of IP address “prefixes”, this cascade forms a
binary tree with (i) the “mass” associated with each non-
leaf node corresponding to the number of IP addresses ob-
served in each particular prefix, (ii) leaves with unit mass
corresponding to observed IP addresses (i.e., /32s), and (iii)
the number of recursive steps taken as prefix length or level
in the tree. The splitting of mass between parent and child
nodes is governed by a random variable denoted W and
called the cascade’s generator, where W has a particular de-
pendence structure that forces “mass” to be conserved at
each step of the cascade.

To formalize this view of the IP address space, con-
sider the bit-level representation of a /I address prefix x =
(x1,x2,...,x1) where x; € {0,1} for | <i <. The conserva-
tive cascade model with generator W (where W takes val-
ues in [0, 1), has mean 1/2 and is symmetric about its mean)
is a set of random variables {Wl,j cIl>0and 1 <j < 21}
where (i) the W, ;’s between different levels / are independent
and identically distributed, and W; ; determines how much
“mass” is split to the j-th child prefix at level /, and (ii) the
W, ;’s at level [ conserve “mass”, that is they have a depen-

dence structure given by W; ;1 = 1—W, ; for odd s If
the total “mass” is given by Z, then (by independence of the
W, ;’s between different levels /) the measure or “mass” of a
given x at level [ is

w(x)=2- H Wiji-

1<i<i

where j; =1+ Zlgkgixkzi’k specifies the prefixes at levels
i < that contain x (i.e., the path from x to the root of the
binary tree). To illustrate, Figure 2 shows a simplified view
of the first four levels and the “mass” of a particular /4 prefix.

x = <0,0,1,1,**,..*> = 3.0.0.0/4
{}ll(x) =ZWy Wy (1-Ws4)(1-W,,)

Figure 2: Example of four levels of a simple conservative cascade showing
the “mass™ of x =3.0.0.0/4 as a function of the cascade generator W.

In the mathematical literature, conservative cascades are
usually treated in the limit as [ — o where the “mass” associ-
ated with each branch is a real number and the tree structure
shown in Figure 2 is understood as representing dyadic par-
titions of an interval such as the unit interval [0, 1) on the real
line [17, 36]. Under certain technical conditions, these lim-
iting objects can be shown to define multifractals (more pre-
cisely, multifractal measures) that can be described in terms
of well-defined theoretical properties such as the fractal di-
mension of their support [31, 33] or their multifractal spec-
trum. However, as we will see in § 3.5, the finite discreteness
of IP addresses requires several non-trivial modifications to
this traditional view, including the need to focus on “pre-
limit" behavior and work with finite approximations of ob-
jects that exist and are defined as mathematical limits.

3.3 Address allocation and the conservative
cascade

Despite the apparent correspondence between the CIDR pre-
fix organization of IP addresses and a baseline conservative
cascade model, to leverage this model to explain the pro-
cesses behind observed multifractal scaling, we must con-
nect the model to real-world Internet-related processes. We
make this connection through the following two observa-
tions: Observation 1 (§ 3.3.1): The hierarchical organization
of networks (reflected in address allocations) leads to a non-
trivial number of explicit and implicit cascade levels (more
than three, less than 32 for IPv4 or 128 for IPv6). Obser-
vation 2 (§ 3.3.2): The lack of distinctive prefix lengths of
blocks of allocated addresses requires the bit-by-bit CIDR-
based cascade construction.

3Note that because of the properties of W, W, j+1 =1 =W, ; are identi-
cally distributed as W.



Datasets and preprocessing. Although we cannot directly
observe the mechanisms and policies for all IP address allo-
cation decisions (e.g., for private corporate networks), sev-
eral data sources capture the outcomes of these decisions
and, hence, serve as a proxy for understanding how allo-
cation policies carve up the IP address spaces. In partic-
ular, IP address allocation decisions (i.e., which ranges of
addresses can be used by which organizations) are kept in
public records by the Internet Assigned Numbers Authority
(IANA) as a list of global allocation decisions [23, 22], and
Regional Internet Registries (RIRs), as “WHOIS” databases.
We focus on RIR allocation records obtained as bulk WHOIS
data from four of the five RIRs* because these records cover
the “pre-limit” range of prefixes whereas IANA focuses on
shorter prefix lengths (e.g., /8 of IPv4). Overall, our bulk
WHOIS dataset contains ~8.7M IPv4 and ~1.3M IPv6 net-
work records which we filter to avoid irrelevant records
(e.g., placeholders for the global IP address space or for
ranges not managed by each particular RIR). We also mod-
ify a small number (~0.7%) of records that describe address
ranges not aligned with prefix boundaries by filling them in
with a list of the largest possible covering prefixes.

3.3.1 Observation 1: Allocations form a non-trivial cas-
cade process

Allocation’ of the IP address space has come to be under-
stood through a “three-level story” as illustrated in Figure 3.
While this three-level story implies a trivial conservative cas-
cade (whose simplicity is insufficient to explain the com-
plexity of observed clustering), we observe that allocation
records actually exhibit a much richer hierarchical structure.
This structure has both explicit and implicit manifestation in
the arrangement of allocation records in the address space
and implies there are ~2-5 (~3-7) additional ‘“hidden” lev-
els for IPv4 (IPv6) that augment the three-level story.

e °0'2§25
m m Customer 2
[LACNIC]
/8's “»[RIPE] /10's-/24's J24's - [32's
Global RIR first-level Org. Customer-level

Figure 3: High-level “cascade” process of Internet address allocations.

The explicit cascade process in WHOIS allocation
records. We quantify the number of explicit cascade steps in
the RIR-level address allocation process by constructing the
prefix-inclusion tree. Each WHOIS network record is a node
in this tree, and if a record is a direct sub-prefix of another
record (i.e., with no other sub-prefixes in between), then it

4Similar to [21], we attempted to obtain the LACNIC bulk WHOIS
dataset, but failed due to administrative impasse.

SNote that allocations are normally understood to refer to intermedi-
ate decisions in this process (i.e., address ranges to be further divided by a
down-stream entity) whereas assignments are terminal decisions (i.e., to be
used for the infrastructure of a particular end-user entity) [34, 40].

is that record’s child. To measure the number of recursive
steps, we leverage the standard definition of tree depth (i.e., a
node’s depth is the number of edges from that node to the
root of the tree—in this case, the top-most network record—
and directly corresponds to the number of cascade steps re-
quired to reach that node). Figure 4 shows that depth of nodes
in the prefix-inclusion trees is significantly long-tailed with
median at 1 (2), 95-th percentile at 2 (4) and maximum at 9
(15) for IPv4 (IPv6).° Manual inspection of samples of 50
records at depth less than two and two or greater confirmed
intuitions about how different depths reflect different types
of organizations (e.g., deeper networks tend to be smaller re-
gional entities like hospitals or local businesses).

The implicit cascade process in WHOIS allocation
records. Particular address regions assigned to “end-user”
organizations in WHOIS databases also exhibit clear clus-
tering along prefix boundaries that reveal evidence of hier-
archic structure in organization-internal allocation policies,
thus adding additional recursive steps to the conservative
cascade. To estimate the number of steps added, we define
an approximate maximum aggregation method on a prefix-
inclusion tree by identifying prefixes where the percentage of
address space covered by descendant WHOIS records falls
below a fixed threshold (which we set at 51% by default
based on observation of our dataset) on the path down the
tree.

To quantify the number of cascade steps potentially con-
tributed by approximate max aggregate prefixes over the en-
tire address space, we compute how many approximate max
aggregate prefixes are generated on the path between each
WHOIS leaf record and its parent record. Figure 5 shows that
these distributions are long-tailed for both IP versions with
median at 1, 95-th percentile between 2 and 3, and maximum
between 5 and 7 across different RIRs. Except for AFRINIC
(due to prevalent covering of internal WHOIS records), in
the remaining RIRs between 25% and 37% of leaves have
two or more approximate max aggregate prefixes between
them and their parent WHOIS record (again for both IP ver-
sions) indicating the presence of substantial implicit hierar-
chic organization of leaf records.

Summing the steps. Combining the medians and 95-th per-
centiles for the explicit cascade (1-2 (2-4) for IPv4 (IPv6))
and the implicit cascade (1-3 for both IPv4 and IPv6) yields
a total of 2-5 (3-7) additional recursive cascade steps for
IPv4 (IPv6), exposing a much richer cascade construction
(compared to the “three-level” story) in real-world allocation
practice.

®Note Figure 4’s log-scale y-axis and dashed horizontal line at y = 0.5
(median).
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Figure 4: Distribution of depth in per-RIR prefix
trees over all records.

gregate prefixes.
3.3.2 Observation 2: Allocations have no inherent pre-
fix lengths

Although Observation 1 establishes that address allocations
form a deeper cascade with up to eight total levels, this still
falls short of the cascade depth assumed by the CIDR-based
model that splits mass at each prefix length (from /0 to /31 for
IPv4 or /0 to /128 for IPv6). In particular, if there were “typ-
ical” prefix lengths for allocation records, it may be the case
that the internal cascade process actually splits mass among
more than two children at these eight or so distinct prefix
lengths. This would require a more complex k-ary cascade
model, for e.g., involving additional constraints on the corre-
lation structure of the W, ;’s.

We eliminate this possibility by showing the distribution

of prefix lengths over all records in our bulk WHOIS datasets
in Figure 6. This result indicates that the prefix lengths of
WHOIS records are spread out evenly between /12 and /28
for IPv4 and /18 and /48 for IPv6.” Though there are minor
modes apparent across all RIRs (e.g., for IPv4 at /16 and /24,
perhaps echos of the old class-full address organization), the
size of these modes relative to the overall number of records
is relatively small (e.g., [Pv4 /24 records account for ~21%
of AFRINIC and between 5-6% of the other RIRs). The dis-
tribution of prefix length for the “approximate maximum ag-
gregate” prefixes described in § 3.3.1 show a similar pattern
(not shown due to limited space) with no apparent “typical”
prefix length.
From “steps” to “bits”. The empirical observation that
WHOIS allocation records have no “typical” prefix lengths
implies that a bit-by-bit conservative cascade model
(i.e., taking each address bit as a level in the cascade) can
capture the observed behavior without the need for fur-
ther constraining the W, ;’s or modifying the cascade struc-
ture. Rather, the “missing” recursive steps of the cascade
between particular allocation records can be understood as
cases where the W, ; sends all of the address mass to the left
(W;; = 1) or right (W, ; = 0) child causing all addresses to
fall in the same child prefixes.

While the above observations establish a process-level

"Note that in Figure 6, instead of focusing on the distributional tail, the
log-scale y-axis normalizes for the exponentially increasing total number of
potential records at each level.
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Figure 5: # levels added by approximate max ag- Figure 6: Distribution of the prefix length over all

bulk WHOIS records.

correspondence between the conservative cascade model and
how addresses are actually allocated, they do not provide an
explanation for why the conservative cascade is a meaning-
ful model for characterizing particular observed sets of ad-
dresses in measured Internet traffic. This is because we have
thus far not considered the weight of each prefix as measured
by the number of distinct IP addresses observed in that prefix
at the vantage point in question. In particular, it still could be
the case that address “weight” is split evenly between chil-
dren at each level of the cascade (i.e., W is a constant 1/2).

3.4 An evocative mathematical model

To demonstrate that the conservative cascade of IP ad-
dress allocation inevitably features imperfect balance be-
tween children (i.e., the support of the distribution of W
does not consist of the single point 1/2)—and hence the in-
evitability of multifractal scaling of observed IP addresses—
we show through a simple first-principles argument that par-
ticular vantage points will observe different allocations with
different weight. This argument unfolds through the follow-
ing three steps.

(i) Consider a particular arbitrary network X. X is assigned
addresses and uses them for different purposes. Given the
common client-server architecture, we can group these pur-
poses as being client-oriented (associated with initiating con-
nections) or server-oriented (associated with accepting con-
nections from clients).

(ii) Different networks have different balances of clients
and servers. Since the cascade process of allocation lacks a
“preferred” prefix length of allocations (i.e., there exists no
“typical” size of prefix allocation), the “client weight” (re-
spectively “server weight”) is clustered across the address
space, thus implying that there is not a uniform or homoge-
neous mix of clients and servers w.r.t. the address space.

(iii) When we observe traffic at a particular vantage point,
whether or not we see addresses assigned to X depends on
X’s client/server balance and the position of the vantage
point within the Internet. If the vantage point is near a server-
heavy region, it is more likely to see X if X is client-heavy.
On the other hand, if the vantage point is near a client-heavy
region, it is more likely to see X if X is server-heavy. In this
way, the client-server weight of the address space translates



directly into the “number of addresses per prefix” weight
considered in our conservative cascade model (with the po-
sition of the vantage point balancing between client weight
and server weight).

For example, consider the simplified scenario shown in
Figure 7 where three networks, X, Y, and Z use the same
number of addresses, but have different numbers of servers
and clients exchanging traffic through the Internet. Suppose
also that each client independently selects one of the five
servers uniformly at random and communicates only with
that server. The probability® that traffic is exchanged be-
tween addresses in two different networks i,j € {X,Y,Z}
is given by P(i <+ j) = (1 — (1 —s;/Lpse)) + (1 — (1 —
si/ Laesi)T) = (L= (1 =5/ Laesi)) - (1= (1= si/ Xgesw) )
where s; is the number of servers and c¢; is the number of
clients in network k € {X,Y,Z}. By plugging in the numbers
of clients and servers shown in Figure 7, it can be seen that
because of different server-client composition, the probabil-
ity of seeing an address from network Y is high (~0.95) at
network X and significantly lower (~0.74) at network Z.

P(Y) = 0.95\ (P(Y) = 0.74
. 3 servers . 1 server
‘e
Figure 7: Example of how client-server weighting translates to different

probabilities of seeing addresses from a particular network at different van-
tage points.

1 server
3 clients

3.5 How well does the model fit the data?

To quantify how well the imperfectly balanced conservative
cascade model described above fits real-world observed sets
of IP addresses, we develop an approach to fitting the distri-
bution of the cascade generator W to observed addresses.

The basic approach to such fitting involves com-
puting first the empirical “weights” given by w;; =
My(x1,...,xj)/Mi—1(x1,...,xj—1) and then estimating the dis-
tribution of W by considering the w; ;’s to be i.i.d. observa-
tions of W.

To illustrate the challenges of this approach, we compute
the w; ;’s for the CAIDAS500k dataset and show their distri-
bution for three example prefix lengths (i.e., / = §,16,24)
in Figure 8. Although the w;;’s are clearly symmetric
(i.e., mean 1/2), they also have two features that complicate
the fitting task. First, the shape of the distribution depends
strongly on / and second, there are strong modes that begin
to appear at 0.0 and 1.0 for longer prefix lengths.
Limitations of prior approaches. Prior approaches to
fitting conservative cascades to observed sets of IP ad-
dresses [7, 37] used a beta distribution to model W and fil-
tered the wy ;’s to only consider a limited range of prefix
lengths / (in particular, 0 </ < 8). Since beta distributions

8Given by simple composition of the complement and union probability
rules and independence between clients.
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Figure 8: Distribution of the raw values of w; j for the CAIDA500k dataset
at various prefix lengths.

can be defined to take values in the unit interval [0, 1] and
be symmetric around 1/2, they are, in theory, well suited for
modeling the “weights” w; ;’s. In practice, however, fitting
beta distributions while ensuring symmetry and obtaining
confidence intervals can be challenging. Moreover, although
removing all prefixes longer than / = 8 avoids quantization
effects when the number of observed addresses per prefix be-
comes small, it omits a significant range of scaling behavior
and is inconsistent with the notion of “pre-limit behavior” re-
quired when applying conservative cascades to IP addresses
(8 3.2).

To illustrate, we apply the method proposed in [7] to the
CAIDASOOK, fitting a beta distribution to w; ; for 0 <7 <8
and show a Q-Q plot9 comparing the w; ; (over 0 </ < 8) to
the theoretic quantiles of the fit beta distribution in Figure 9a.
The significant deviations from linearity at small and large
quantiles indicate that trying to fit a beta distribution to these
weights does not capture key distributional features.

1.00 - < 50-
075- S 25-
< 050- = 00-
025- > 25-
0.00- 3 E3:

000 0.25 050 0.75 1.00 ' 2 0 2
Beta(1.82,1.81) Std. Normal
(a) Beta, 0 <1<8 (b) Our method

Figure 9: Q-Q plots comparing the fit of the beta distribution method of
prior work [37, 7] and our pre-processing + Logit-normal method.

Our method. We address these limitation of prior ap-
proaches by modeling W as symmetric Logit-normal which
admits high-confidence fitting of a single parameter ¢ and
by preprocessing the w; ;’s so that scaling information over
a wider range of / can be used.

The symmetric Logit-normal distribution has a similar
shape as the Beta distribution, but affords a simplified esti-
mation of its single parameter ¢ through the correspondence
with the Normal distribution. In particular, if W follows a
Logit-normal distribution, then applying the logit function
(log(W/(1 —W))) yields a Normal distribution which, in
turn, allows for applications of the standard, Gaussian-based
parameter estimation theory. Moreover, the single parameter
o controls the strength of the distribution’s mean: smaller
values of ¢ produce a narrow distribution around the mean
and as o increases, the distribution spreads out in (0, 1).

9Q-Q plots are a standard non-parametric tool for comparing two distri-
butions and produce a straight line when the distributions match.



Our preprocessing approach leverages the following three
key ideas:

* We ignore prefixes with a single address since they
force w; ; = 1 or 0 and hence do not contribute infor-
mation about how “mass” is “split”.

* We correct for “rounding” effects in cases where all
address “mass” moves exclusively to the left or right
child by replacing w; ; = 0 with 1/2n and w; ; = 1 with
1 —1/2n where n is the number of addresses in the par-
ent prefix.

* We ignore prefixes that cover reserved address space
in order to avoid artificial inflation of the variance of
W. In cases where the input addresses are anonymized
(e.g., with prefix-preserving methods [18]), we approx-
imate the reserved regions in the anonymized space as
any empty /8.

Figure 9b shows a Q-Q plot comparing the pre-processed
and logit-transformed weights to the Standard Normal distri-
bution. The nearly linear shape of the plot is indicative of a
significantly improved fit compared to Figure 9a.

3.6 Key implications

The conservative cascade model that explains why observed
sets of IP addresses exhibit multifractal scaling has several
important implications.

» Even if every single address in the address space is ac-
tively allocated, the traffic traversing particular Internet
vantage points will still exhibit multifractal scaling sim-
ilar to that observed in Figure 1a. This follows because
the allocation cascade described in § 3.3 has no distinct
prefix lengths, and the observation process described in
§ 3.4 implies that the weights W, ; are non-deterministic
and dependent on the location of the vantage point in
the Internet graph relative to different types of hosts.

* Because we observe similar allocation policy and com-
munication patterns for both IPv4 and IPv6, the conser-
vative cascade model applies equally to both cases re-
gardless of their relative densities (i.e., extreme density
of IPv4 address space utilization vs. extreme sparseness
of IPv6 address space utilization).

* The dependence of the cascade weights on vantage
point location (§ 3.4) implies that the structure of IP ad-
dresses captured by the conservative cascade depends
directly on the vantage point itself and hence can be
used as a digest or “fingerprint” of communication pat-
terns at that vantage point.

* The method of fitting the distribution of the generator
W (§ 3.5) implies an efficient approach to generate syn-
thetic sets of IP addresses that closely mimic those en-
countered in measured Internet traffic, enabling verifi-
cation and evaluation of existing and future technolo-
gies [29, 37].

4 There is more to multifractality ...

Section 3 demonstrates how mathematical modeling efforts
that respect the highly engineered nature of networked sys-
tems such as the Internet combine with empirical studies bol-
stered by rigorous statistical inference to arrive at an em-
pirically validated physical explanation for why sets of ob-
served IP addresses in measured Internet traffic exhibit, per-
force, multifractal scaling behavior. In this section, we ask
(and answer) a yet more fundamental question: Is this in-
evitable multifractal scaling behavior the visible manifesta-
tion of some underlying design efforts, and if so, what are
these efforts trying to achieve with respect to how IP ad-
dresses are allocated and used in practice?

4.1 New Findings

The IP address allocation processes analyzed in Section 3
resulted from decades of applied experience and fundamen-
tal insights into address allocation procedure design. These
efforts trace back to the pioneering work of John Postel
and resulted, among other achievements, in the inception of
the Internet Assigned Numbers Authority (IANA) that is re-
sponsible for the global coordination of the Internet proto-
col addressing systems [20]. To understand why conserva-
tive cascade-like processes appear to underlie real-world ad-
dress allocations, we apply the HOT perspective to distill the
Internet address allocation problem in terms of several net-
working objectives and constraints and propose a generic al-
location procedure that directly seeks to satisfy these objec-
tives and constraints in the face of uncertainty in the environ-
ment. Based on empirical simulation, we show that our HOT-
inspired procedure effectively balances the competing goals
of maximizing address space utilization while minimizing
fragmentation and yields allocation size distributions that ex-
hibit heavy-tailed characteristics, irrespective of the precise
nature of how uncertainty is quantified (e.g., the distribution
of addresses requested by the different Internet stakeholders
can be light-tailed or heavy-tailed).

4.1.1 Internet address allocation: A HOT perspective

To study the fundamental principles at play in Internet ad-
dress allocation processes, we apply the HOT theme and con-
sider a simplified constrained optimization problem formu-
lation that consists of (i) a finite set of addresses to allocate,



(ii) a finite set of “clients” that request addresses for their in-
frastructure, (iii) a procedure to determine which particular
address to allocate for each client request, and (iv) a model
for quantifying the uncertainty in the environment (i.e., ad-
dress space requests by different organization.) Without loss
of generality, we model addresses as fixed bit-width integers
and consider finite sequences of allocation requests or al-
location ““scenarios”. Moreover, we quantify uncertainty by
modeling the number of addresses requested by each Inter-
net stakeholder as following a given distribution (e.g., expo-
nential) and randomly interleaving requests from all clients.
This general formulation allows us to simulate and empir-
ically measure the performance of different address alloca-
tion design procedures that process the stream of requests
from all clients, responding with an address allocation for
each request (or responding that no more requests can be
processed) before processing the next request (until all pos-
sible addresses have been allocated or the stream of requests
terminates). Once allocated, addresses cannot be revoked or
reassigned.

Although this formulation drastically simplifies many
real-world aspects of IP address allocation, we hold that it
represents several key generic constraints that generalize a
wide range of real-world situations. First, considering a finite
set of addresses captures the fact that many network proto-
cols leverage fixed-size header fields to ensure efficient and
deterministic per-packet processing overheads. Second, re-
quiring the allocation procedure to make decisions for each
client request without future knowledge of how many ad-
dresses that client will eventually need captures the inherent
uncertainty in Internet address allocation (e.g., the popular-
ity, and hence scale, of a particular organization cannot be
known definitively when the organization first requests ad-
dresses). Finally, the simplistic formulation proposed here
can easily be extended in future work to explore specific real-
world phenomena. For example, churn in the set of client or-
ganizations could be modeled by imposing a more detailed
request shuffling scheme that bounds client requests to par-
ticular positions in the sequence and returning blocks of ad-
dresses to the allocation process when a client is considered
to no longer exist.

Next, we map the key goals of Internet allocation—
maintaining stability while scaling to large numbers of ad-
dress requests and requesting clients—to this simplified
HOT-inspired problem formulation. On the one hand, the
goal of stability is inherently captured by assuming address
allocations last the entire scenario duration. In particular, this
prevents an allocation procedure that reacts to new client re-
quests by reorganizing previously made allocations. On the
other hand, the goal of scaling to large numbers of address
requests and requesting clients requires further elaboration
below.

We posit that, rather than the number of addresses that
can be allocated or the number of clients that can receive
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allocations, a key scalability objective of address allocation
is to minimize the sizes of routing tables that result from a
given allocation. Because our problem formulation does not
consider the structure of the network graph, we use address
space fragmentation, measured as the number of disjoint al-
locations per client, as a proxy for estimating the impact of
allocations on routing tables sizes. To understand why min-
imizing routing table size and fragmentation are critical for
enabling scalability, consider a trivial allocation procedure
that enumerates all possible addresses (e.g., in increasing or-
der) and responds to each allocation request with the next
available address in this enumeration. Although this proce-
dure can effectively allocate all possible addresses to any
number of requesting clients, the resulting address alloca-
tion structure requires routing tables with one entry for each
individual address, leading to extremely inefficient forward-
ing lookup operations at each intermediate network device
(e.g., router, switch, etc.). Similarly, consider a relaxation of
this trivial procedure that instead partitions the address space
into equal-sized blocks and assigns each client organization
a dedicated block. While the total number of blocks used re-
alizes an effective upper-bound on the size of routing tables
(assuming for simplicity any multi-homed clients are repre-
sented by two separate logical client entities), the number of
clients that can be serviced is also limited by the same upper-
bound and, in cases where a client requests fewer addresses
than the block size, the maximum number of addresses that
can be allocated may be less than the total number of possi-
ble addresses. In the next section, we explore how a primitive
hierarchic cascade-like approach can simultaneously address
both of these distinct scalability requirements.

4.1.2 Basic cascade-based allocation design procedure

Our key observation is that cascade structure, in conjunc-
tion with the abstract division of address space “mass” along
prefix-tree boundaries, provides the key ingredients for a
generic design procedure that addresses both the goal of
maximizing address space utilization and minimizing rout-
ing table size, viz., fragmentation. Moreover, we observe that
in the face of uncertainty (i.e., number of addresses requested
by the different clients), this procedure tends to produce ad-
dress allocations where the sizes of individual allocations
are heavy-tailed even when the client size distribution is not
heavy-tailed, implying that the unbalanced nature of IP ad-
dress allocations is an inherent result of approaches to opti-
mize both goals in the face of uncertainty.

Our procedure interprets fixed-width addresses as a tree of
prefixes and associates each client with one “active” prefix
at a time. Each request for a new address is handled by the
following steps.

* The first requesting client is associated with the global
prefix (i.e., 0/0) and receives the address O.



 Thereafter, if the requesting client is already associated
with a prefix that has available addresses, the next se-
quential address in that prefix is returned.

e If the prefix is full, the list of all prefixes is searched
for the prefix with most available addresses, this prefix
is split in half, and the requesting client’s active prefix
is updated to be the right child (i.e., higher-numbered)
half while the original prefix’s client’s active prefix is
shrunk to be the left child (i.e., lower-numbered) half. If
the prefix with most available addresses is over half-full
already, its right half is split recursively until an empty
prefix is obtained on the right.

« If the requesting client is not yet associated with a pre-
fix, the same procedure to find and split the prefix with
most available addresses is also used to start a new pre-
fix for the client.

Intuitively, this design procedure views the address space as
a “mass” which is recursively split as new clients request
addresses or previous clients exhaust the prefix they are ac-
tively allocating in.

We evaluate this approach by simulating the procedure de-
scribed above in the constrained optimization problem for-
mulation described in § 4.1.1 with 16-bit addresses and com-
pare against simple heurisitics such as sequential allocation
and fixed block-size allocation procedures. To measure how
each procedure performs as the number of address requests
increases, we use a fixed number of clients (i.e., 1000) and
adjust the mean addresses per client to achieve different lev-
els of address space utilization. For example, at utilization
0.5, half of the addresses are requested on average. We re-
port summaries (e.g., box plots) of aggregate results over 100
independent runs of each experiment.

Figure 10 shows fragmentation of the resulting address al-
location decisions, measured as the number of distinct allo-
cations per client, as a function of address space utilization
for each procedure. As expected, the sequential procedure
produces highly fragmented allocations with each client re-
quiring up to 60 distinct allocations at 90% utilization. The
fixed block-size procedure with two addresses per block re-
quires half as many allocations, but only scales to 50% uti-
lization after which it fails to allocate all requested addresses.
Our proposed cascade-based design procedure solves both
challenges, successfully allocating all requested addresses
while keeping fragmentation below ~1.9 allocations per
client at up to 90% utilization) and requiring only ~3 al-
locations per client at 100% utilization.

Finally, we investigate how our proposed cascade proce-
dure relates to the empirical observations discussed in Sec-
tion 3. In particular, Figure 11 shows the distribution of allo-
cation depth (i.e., the number of times each final allocation
was split in half during the cascade procedure). Intuitively,
increasing utilization requires additional splitting of prefixes
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Figure 10: Impact of address space utilization on fragmentation as mea-
sured by the number of distinct allocations per client.
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Figure 11: Distribution of the number of levels (i.e., how many times each
prefix was split in half) in allocations made by the cascade procedure for
three example utilizations.

leading to a deeper allocation structure, up to /13 at 90%
utilization and all the way to /16 at 100% utilization. This
pattern mirrors real-world observed depth of the WHOIS
prefix inclusion tree shown in Figures 4 and 5 where RIRs
with more allocations tend to have longer-tailed allocation
depth distributions (e.g., RIPE has ~3x more IPv6 alloca-
tions compared to the next largest).

4.1.3 Key implications

How does this cascade-based model address the goal of
scalability? Hierarchical designs are a natural engineering
solution to scalability. In the case of Internet allocations, the
close binding of a hierarchical allocation procedure (e.g., the
multi-organization hierarchies described in § 3) and a hierar-
chical organization of the underlying address space (i.e., the
CIDR prefix tree) enables maximizing the number of ad-
dresses that can be allocated (prefixes can be divided all the
way up to individual addresses) and minimizing fragmenta-
tion (by avoiding divisions when they are not called for by
the concrete address requests and balancing growth of divi-
sions across the address space).

Why is the resulting cascade not perfectly balanced then?
Both real-world allocations and our simplified HOT model
exhibit imperfectly balanced cascades with long-tailed dis-
tributions of prefix depth. Our hypothesis is that this imbal-
ance is a result of not knowing the number of addresses re-
quested by the different Internet stakeholders. In the face of
this uncertainty, for most allocations, the heuristic of split-
ting the prefix with maximum available addresses yields a
well-balanced structure. However, in cases where the origi-
nal client of the split prefix ends up growing to a much larger
number of addresses and thus entails deeper splitting else-
where in the tree, this heuristic is non-optimal.



4.2 Unfinished business

Our HOT-inspired initial generic cascade-based design pro-
cedure for Internet address allocation suggests that the kind
of cascade structures observed in real-world allocation data
(described in Section 3) arise as a result of optimization
efforts that try to maximize the number of addresses allo-
cated and minimize fragmentation in the face of uncertain
demand from client organizations. Put differently, the ubiqg-
uitous multifractal scaling behavior of sets of observed IP
addresses in measured Internet traffic can thus be recognized
as an outward sign of an underlying (and at best only im-
plicitly pursued) design effort for Internet address allocation
that is made explicit by our proposed cascade-based proce-
dure that manifests as a solution of a concrete constrained
optimization problem. Below, we briefly illustrate with ex-
amples how this new understanding can aid the design of
future networks and network applications.

Why is it important to optimize for stability and scalabil-
ity of IP address allocations? The observation that cascade-
based Internet address allocation designs can be seen as en-
gineered efforts to optimize for stability of address alloca-
tions and scalability to allocate large numbers of addresses
without exploding router table sizes raises deeper questions
about the role of addressing in the stability and scalability
of the Internet as a whole. Further reverse engineering ef-
fort is required to understand the impact of Internet phenom-
ena such as the interplay of address recycling and re-use in
cloud settings (and recently also in some ISPs and enter-
prises [35, 41]) on our notions of stability and on systems
like blocklists [39, 44] built on the premise of stable address
allocations. Further forward engineering effort is required
to leverage models such as those presented here to examine
how the drastically increased size of the IPv6 address space
may impact future stability and scalability concerns such as
router table inflation [12].

But future changes in how the Internet is owned and
managed will certainly change everything! Or will they?
Permanence of the arguments developed here (linking fun-
damental address allocation objectives to observed multi-
fractal scaling) through major changes in Internet owner-
ship and management has strong historical support by con-
sidering that at a qualitative level, the multifractal scaling
behavior observed some 20 years ago—before cloud-based
approaches had fully dominated the landscape—is still ob-
served to this day. Insofar as the same objectives of maintain-
ing stability and scalability and the same challenges of deal-
ing with uncertainty in the number of addresses required by
any particular client remain present in some form, the same
multifractal scaling behavior can be expected to persist. This
does not mean that significant changes in the structure of the
Internet will have no impact on observed address structure,
but that the impact can be expected to be largely quantitative
and not qualitative. This, in turn, calls for renewed efforts to
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discover, optimize, and apply knowledge of multifractal scal-
ing and multifractal analysis tools across the wide range of
applications that stand to benefit from such a principled un-
derstanding of the structure of observed IP addresses (e.g.,
see [29] and [30]).

There are no signs of multifractal scaling in my net-
work! In settings where the required elements for our HOT-
based approach to obtaining deliberate robust designs are
not present, observed addresses may not exhibit multifractal
scaling behavior. For example, in data center networks where
addresses are allocated by a single organization with com-
plete knowledge of the number of hosts and their connec-
tivity, there is no (or very minimal) uncertainty of how many
addresses are required in each logical division of the network
(e.g., each prefix). Hence, in these and similar scenarios, in
the absence of uncertainty, optimal allocations can easily be
determined (e.g., [16]) and can be expected to result in trivial
observed address structure. At the same time, based on our
new understanding, the absence or presence of multifractal
scaling in the observed address structure in a given environ-
ment allows us to hypothesize what design efforts with resect
to allocating addresses are at work in the given environment.

S Summary

Originally pioneered and subsequently shown to have real-
world applications by B. Mandelbrot [28], self-similar and
multifractal scaling behaviors have featured prominently in
the networking literature where they have been identified as
invariants of measured Internet traffic and observed address
structure, respectively. Encountering these Internet invari-
ants motivated us to study in this paper fundamental prob-
lems that ask whether these invariants can be recognized as
outward signs of some underlying (and at best only implic-
itly pursued) robust designs, and if so, what is the concrete
nature of the problems that are being solved by these ro-
bust designs. By pursuing HOT-inspired reverse-engineering
efforts, we arrive at surprisingly specific answers. For one,
self-similar traffic is the hallmark of robust designs that en-
sure that the dominant applications and services on the In-
ternet organize information for human consumption. At the
same time, multifractal observed address structure is a visi-
ble manifestation of underlying robust design efforts that ex-
plicitly optimize for stability and scalability in the face of
uncertainty in the number of addresses required by each par-
ticular Internet stakeholder.

We complement these advances in our fundamental un-
derstanding of Internet invariants with proposed forward-
engineering efforts that shed light on what the absence or
presence of a given Internet invariant says about the design
efforts being pursued for a given network environment or
show under what circumstances the pertinent design efforts
we identified for today’s Internet have to be revised for to-
morrow’s Internet, and if so, how. While a number of our



reported findings and stated hypotheses require more work
to further substantiate them or prove them, our hope with
this work is that it re-invigorates research efforts that demon-
strate the power of reverse-engineering as well as forward-
engineering for establishing scientifically sound intellectual
foundations and practical principles for designing future net-
worked systems.
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This work raises no ethical issues beyond the handling of
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followed all relevant policies of respective institutions.
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