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(c) 1999 M Young CIS 422/522  2/21/99 �

7KUHDGHG $SSOLFDWLRQV

DQG &RQFXUUHQF\ &RQWURO

$SSOLFDEOH WR PXOWL�WKUHDGHG� PXOWL�

SURFHVV� DQG GLVWULEXWHG DSSOLFDWLRQV

(c) 1999 M Young CIS 422/522  2/21/99 �

7KH /RVW 8SGDWH 3UREOHP
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� 7KUHDG � XSGDWH

LV ORVW

� &RXOG EH

² 'LVN 72&

² )OLJKW UHVHUYDWLRQ

² *DPH ZRUOG

� 0DNHV UHDVRQLQJ

KDUG

² +DUG WR WKLQN

DERXW DOO SRVVLEOH

LQWHUOHDYLQJV RI

WKUHDGV
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(c) 1999 M Young CIS 422/522  2/21/99 �

/RVW 8SGDWH � 0XOWL�3OD\HU *DPH

L o ca l
W o rld
V ie w

G lo b a l
S ta te

L o ca l
W o rld
V ie w

P erson  1
P erson  1

G am e S erve r

Events / States Events / States

� &RQVLGHU� 3HUVRQ � DQG 3HUVRQ � HDFK WDNH WUHDVXUH

² (DFK ORFDOO\ WKLQNV ´, JRW LW EHIRUH KH GLGµ

² 5HVXOW LV LQFRQVLVWHQW ORFDO ZRUOGV

(c) 1999 M Young CIS 422/522  2/21/99 �

5HDVRQLQJ /HYHOV

� ,QGLYLGXDO LQWHUOHDYLQJV

² *RRG IRU LQIRUPDO UHDVRQLQJ DQG GHVLJQ

² 7RR PDQ\ WR HQXPHUDWH H[KDXVWLYHO\

� )LQLWH�VWDWH PRGHOV �VWDWH PDFKLQHV�

² 3HWUL QHWV� SURFHVV DOJHEUD� «

² 3RVVLEOH EXW GLIILFXOW

� 8VH ZKHQ QHFHVVDU\ WR GHVLJQ LVRODWHG SURWRFROV

� ,GLRPV 	 VWDQGDUG SURWRFROV

² 2YHUDOO SDWWHUQV ZLWK NQRZQ SURSHUWLHV
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(c) 1999 M Young CIS 422/522  2/21/99 �

&RQFXUUHQF\ &RQWURO 3URWRFROV

� 2EMHFWLYH� 3UHWHQGLQJ DWRPLFLW\

² 7UHDW FRQFXUUHQW DFWLYLWLHV DV LI WKH\ RFFXUUHG VHULDOO\

� 6R WKDW UHDVRQLQJ DERXW LQWHUOHDYLQJV LV QRW QHHGHG

� 7UDQVDFWLRQV  8QLWV RI �3UHWHQG� $WRPLFLW\

² $V LI RQO\ FRPSOHWH WUDQVDFWLRQV ZHUH LQWHUOHDYHG

² 7\SLFDOO\ D FRPSOHWH UHDG�FRPSXWH�ZULWH VHTXHQFH

² (QRXJK WR UHWDLQ JOREDOO\ FRQVLVWHQW VWDWH

� %XW QRW WRR PXFK� DWRPLFLW\ DQG SHUIRUPDQFH DUH LQ WHQVLRQ

(c) 1999 M Young CIS 422/522  2/21/99 �

0XWXDO ([FOXVLRQ �/RFNLQJ�
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� %DVLF PHFKDQLVP

² /RFNV RU VHPDSKRUHV

DVVRFLDWHG ZLWK WKH VKDUHG

UHVRXUFH

² ([DPSOH� -DYD

´V\QFKURQL]HGµ FODVVHV

� /LPLWDWLRQV

² $WRPLFLW\ RQO\ ZLWK UHVSHFW

WR WKH ORFNHG UHVRXUFH

� 1RW DJJUHJDWLRQV

² 3HUIRUPDQFH DQG

UHVSRQVLYHQHVV

� HVS� IRU DJJUHJDWLRQV
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(c) 1999 M Young CIS 422/522  2/21/99 �

&5(: /RFNLQJ

� &5(:  &RQFXUUHQW UHDG� H[FOXVLYH ZULWH

² 5HGXFHV EORFNLQJ ZKHQ VRPH WKUHDGV DUH ´SXUH UHDGHUVµ ZLWK

UHVSHFW WR JOREDOO\ FRQVLVWHQW VWDWH

² &DUHIXO ��� ,QGHSHQGHQW &5(: ORFNLQJ GRHV QRW SURYLGH JOREDO

FRQVLVWHQF\ �VHH QH[W VOLGH RQ JUDQXODULW\�

O b ta in  R e a d  Lo ck

O b ta in  W rite  Lo ck

L o cke d  fo r R ea d L o cke d  fo r W ritin g

O K

b lock

b lock

b lock

(c) 1999 M Young CIS 422/522  2/21/99 �

*UDQXODULW\ RI /RFNLQJ

� $LUOLQH UHVHUYDWLRQ WDVN�

² 7ZR VHDWV� WRJHWKHU� RQ (8*�!6)2 DQG 6)2�!/$;

� /RFNLQJ OHYHO

² 7KH ZKROH DLUSODQH� RU LQGLYLGXDO VHDWV"

² 2QH IOLJKW� RU DOO WKUHH"

� &RDUVH JUDLQ  HDV\ FRQVLVWHQF\� ORXV\ SHUIRUPDQFH
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(c) 1999 M Young CIS 422/522  2/21/99 �

7ZR�3KDVH /RFNLQJ

X Y X Y

re a d  lo ck  X ;
te m p 1  =  x;
u n lo ck  X ; re a d  lo ck  Y ;

te m p 2  =  Y ;
u n lo ck  Y ;

w rite  lo ck  Y ;
Y  =  Y  +  te m p 1;
u n lo ck  Y ;

w rite  lo ck  X ;
X  =  X  +  te m p 2;
u n lo ck  X ;

P 1 P 2

re a d  lo ck  X ;
te m p 1  =  x;

re a d  lo ck  Y ;
te m p 2  =  Y ;

w rite  lo ck  Y ;
Y  =  Y  +  te m p 1;
u n lo ck  Y ;
u n lo ck  X ;

w rite  lo ck  X ;
X  =  X  +  te m p 2;
u n lo ck  X ;
u n lo ck  Y ;

P 1 P 2

(c) 1999 M Young CIS 422/522  2/21/99 ��

7ZR�3KDVH /RFNLQJ

� 7ZR�SKDVH ORFNLQJ UXOH

² /RFNLQJ SKDVH� 2QO\ ORFN� QR XQORFNLQJ

² 8QORFNLQJ SKDVH� 2QO\ XQORFNLQJ� QR PRUH ORFNLQJ

² 7UDQVDFWLRQ  /RFNLQJ SKDVH � 8QORFNLQJ SKDVH

� 7KHRUHP

² 7UDQVDFWLRQV ZLWK WZR�SKDVH ORFNLQJ DUH VHULDOL]DEOH

² 7UDQVODWLRQ� $V LI WKH ZKROH FROOHFWLRQ RI LWHPV ZHUH

ORFNHG� DV LI WUDQVDFWLRQV GLG QRW RYHUODS
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(c) 1999 M Young CIS 422/522  2/21/99 ��

'HDGORFN 	 5HVRXUFH 2UGHULQJ

� &LUFXODU ZDLW

² )LUVW SURFHVV ORFNV $� ZDLWV

WR ORFN %

² 6HFRQG SURFHVV ORFNV %�

ZDLWV WR ORFN $

� 9DULDWLRQV

² DQ\ QXPEHU RI UHVRXUFHV RU

ORFNV

� $YRLGDQFH

² *OREDOO\ FRQVLVWHQW RUGHU

IRU ORFNLQJ UHVRXUFHV

U n lo ck  B

L o ck  A

L o ck  A
L o ck  B

U n lo ck  A

U n lo ck  A

U n lo ck  B

L o ck  BA

B

(c) 1999 M Young CIS 422/522  2/21/99 ��

7ZR�3KDVH � 5HVRXUFH 2UGHULQJ

� 3DWWHUQ RI

ORFNLQJ�XQORFNLQJ LQ
WZR�SKDVH ORFNLQJ

ZLWK UHVRXUFH

RUGHULQJ LV SURSHU
QHVWLQJ RI ORFNV XVHG
E\ HDFK WUDQVDFWLRQ

� 1DWXUDO ILW ZLWK
´PRQLWRUµ FRQVWUXFWV

�H�J�� -DYD FODVVHV ZLWK
V\QFKURQL]HG

PHWKRGV�

re a d  lo ck  X ;
te m p 1  =  x;

w r ite  lo ck  X ;
re a d  lo ck  Y ;
te m p 2  =  Y ;

w rite  lo ck  Y ;
Y  =  Y  +  te m p 1 ;
u n lo ck  Y ;
u n lo ck  X ;

X  =  X  +  te m p 2 ;
u n lo ck  Y ;
u n lo ck  X ;

P 1 P 2X Y
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(c) 1999 M Young CIS 422/522  2/21/99 ��

$OWHUQDWLYHV WR /RFNLQJ"

� /RFNLQJ LV SHVVLPLVWLF FRQFXUUHQF\ FRQWURO

² %ORFN WR SUHYHQW LQFRQVLVWHQF\ EHIRUH LW KDSSHQV

� $OWHUQDWLYH� 2SWLPLVWLF FRQFXUUHQF\ FRQWURO

² ´$ERUWµ LI FRQIOLFWV FDQQRW EH UHVROYHG

² ([DPSOHV�

� 5&6 YV� &96 YHUVLRQ PDQDJHPHQW V\VWHP

² 5&6 ORFNV WR SUHYHQW FRQIOLFW� &96 DOORZV SDUDOOHO HGLWLQJ EXW

PD\ QRW EH DEOH WR FRPPLW DOO FKDQJHV

� $LUOLQH UHVHUYDWLRQV

� 9DULDWLRQV

² 7UHH ORFNLQJ� WLPH�VWDPSHG YHUVLRQV� «

(c) 1999 M Young CIS 422/522  2/21/99 ��

$ERUW�RULHQWHG YV� /RFNLQJ FRQWURO

� 8VH DERUW�RULHQWHG FRQWURO ZKHQ

² /RFNLQJ �DW WKH ULJKW OHYHO� LV WRR H[SHQVLYH

� H�J�� LQ D PXOWL�SOD\HU JDPH� WKH VKDUHG ZRUOG VKRXOG QRW EH

ORFNHG EHWZHHQ PHVVDJHV

² $ERUWLQJ D WUDQVDFWLRQ KDV QR VHULRXV HIIHFWV� 25

² $ERUW�5HWU\ FDQ EH KLGGHQ IURP XVHU

� 8VH ORFNLQJ�RULHQWHG FRQWURO ZKHQ

² &RQIOLFWV DUH UDUH� RU EORFNLQJ LV DFFHSWDEOH

� 8VH PRUH FRPSOH[ FRQFXUUHQF\ FRQWURO ZKHQ

² WKHUH LV QR RWKHU DFFHSWDEOH FKRLFH
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(c) 1999 M Young CIS 422/522  2/21/99 ��

:KHUH WR 6WDUW"

� :KDW FRQVLVWHQF\ LV QHHGHG"

² ,GHQWLI\ VKDUHG VWDWH WKDW PXVW EH WUHDWHG FRQVLVWHQWO\

² ,QFOXGH ORFDO VWDWH ZLWK LPSOLFLW FRQVLVWHQF\� H�J�� ZKDW

PXVW SOD\HU $ DQG % DJUHH DERXW"

� :KDW RSHUDWLRQV PXVW EH VHULDOL]HG"

² %DODQFH VLPSOH FRQVLVWHQF\ UHDVRQLQJ ZLWK DFFHSWDEOH

SHUIRUPDQFH

� &KRRVH DSSURDFK DQG JUDQXODULW\

² (DVLHVW LI RQH DSSURDFK WKURXJKRXW

� PL[ DQG PDWFK LV SRVVLEOH RQO\ XQGHU VSHFLDO FRQGLWLRQV

(c) 1999 M Young CIS 422/522  2/21/99 ��

([DPSOH� 1HWZRUNHG 0XOWL�3OD\HU *DPH

� &RQFXUUHQF\ FRQWURO KDQGOHG DW OHYHO RI RYHUDOO VWUDWHJ\�
WKHQ DSSOLHG �LQGHSHQGHQWO\� WR HDFK PRGXOH

L o ca l
D u n g e o n

C o p y

G lo b a l
S ta te

L o ca l
D u n g e o n

C o p y

P erson  1
P erson  1

G am e S erve r

Events / States Events / States

T ra n sa c tio n  =  e ve n t +  re sp on se , g a m e
se rve r se ria lize s  e ve n ts  a n d m a y

re sp o n d  to  so m e  a s  "fa ile d "

R e p lica te  a ll u n ch a n g in g  d ata
(e .g ., d u n g e o n  la yo u t), ke e p
ke e p  in d iv id u a l p o s it io n  lo ca l

N o  lo ca l u p d ate  o f
g lo b a l s ta te  (e .g .,

p ick -u p  is  a  serve r
a c tio n  o n ly)
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(c) 1999 M Young CIS 422/522  2/21/99 ��

8VLQJ /DQJXDJH 3ULPLWLYHV

� -DYD� 0RQLWRUV

² ´6\QFKURQL]HGµ PHWKRGV SURYLGH ORFNLQJ FRQFXUUHQF\

FRQWURO DW WKH OHYHO RI LQGLYLGXDO REMHFWV

� $GHTXDWH LI PHWKRG  WUDQVDFWLRQ

� 0DNHV GHDGORFN XQOLNHO\ �EXW QRW LPSRVVLEOH�

� 0D\ QRW HQVXUH JOREDO FRQVLVWHQF\� H[SOLFLW ORFNLQJ PD\ EH

QHFHVVDU\� EXW LV PXFK KDUGHU WR GHVLJQ FRUUHFWO\

� 'LVWULEXWHG SURFHVVHV

² 5HPRWH SURFHGXUH FRQWURO

� (YHQW GLVSDWFK PD\ SURYLGH PRQLWRU�OLNH FRQFXUUHQF\ FRQWURO

² ([SOLFLW ORFNLQJ �H�J�� 8QL[ IORFN� DOVR SRVVLEOH

(c) 1999 M Young CIS 422/522  2/21/99 ��

6XPPDU\

� &RQFXUUHQF\

² 0DLQ SUREOHPV DUH UDFHV �ORVW XSGDWH� DQG GHDGORFN

² 'LIILFXOW WR UHDVRQ DERXW DOO SRVVLEOH LQWHUOHDYLQJV

� &RQFXUUHQF\ FRQWURO

² .QRZQ �DQG YHULILHG� VWUDWHJLHV IRU PDLQWDLQLQJ

FRQVLVWHQF\

² 0XFK HDVLHU WKDQ UHDVRQLQJ GLUHFWO\ DERXW LQWHUOHDYLQJV

² )URP 26 DQG GDWDEDVH UHVHDUFK� EXW ZLGHO\ DSSOLFDEOH

� 7R DSSO\� ,GHQWLI\ FRQVLVWHQF\ QHHGV� WKHQ

WUDQVDFWLRQV� WKHQ VWUDWHJ\� WKHQ GHVLJQ GHWDLOV
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(c) 1999 M Young CIS 422/522  2/21/99 ��

6XSSOHPHQWDU\ 6OLGHV

� :KDW DUH WKHVH"

² 7KHVH DUH GHWDLOV WKDW GRQ·W ILW LQ D RQH�KRXU OHFWXUH�

EXW ZKLFK \RX PD\ ILQG XVHIXO

� 0RVWO\ DV VWDUWLQJ SRLQWV� <RX·OO QHHG RXWVLGH UHDGLQJ WR JHW

HQRXJK GHWDLO WR DFWXDOO\ XVH WKHVH WHFKQLTXHV�

� :KDW LV KHUH"

² 2WKHU GHVLJQ UXOHV IRU FRQFXUUHQW DQG UHDO�WLPH

V\VWHPV

² 6SHFLDOL]HG DQG DGYDQFHG FRQFXUUHQF\ FRQWURO

PHWKRGV

(c) 1999 M Young CIS 422/522  2/21/99 ��

5HVSRQVLYHQHVV DQG 3ULRULW\

� 3ULRULW\ VFKHGXOLQJ UXOHV�

² $VVLJQ KLJKHVW SULRULW\ WR WDVNV ZLWK VKRUWHVW SHULRGV RU GHDGOLQHV�

UDWKHU WKDQ WKH PRVW ´XUJHQWµ

� 7KLV LV FDOOHG ´UDWH�PRQRWRQLFµ �RU ´GHDGOLQH PRQRWRQLFµ�

VFKHGXOLQJ� DQG LW UHVXOWV LQ EHWWHU UHVSRQVH WKDQ DG KRF SULRULW\

DVVLJQPHQW EDVHG RQ XUJHQF\ >/LX 	 /D\ODQG@

² $YRLG SULRULW\ LQYHUVLRQ

� ´3ULRULW\ LQYHUVLRQµ RFFXUV ZKHQ D KLJK�SULRULW\ WDVN ZDLWV IRU D ORZ�

SULRULW\ WDVN

� $W D V\VWHP OHYHO� ORZ�SULRULW\ WDVNV VKRXOG LQKHULW WKH SULRULW\ RI

KLJK�SULRULW\ WDVNV ZDLWLQJ IRU WKH ORFNV WKH\ KROG

� ,I V\VWHP GRHVQ·W GR LW� VLPXODWH E\ XVLQJ KLJK�SULRULW\ WDVNV WR

SHUIRUP RSHUDWLRQV RQ REMHFWV ORFNHG E\ KLJK�SULRULW\ WDVNV

² 7KLV LV FDOOHG ´SULRULW\ FHLOLQJ�µ DQG LV HVVHQWLDO WR DFKLHYLQJ ZRUVW�FDVH

WLPLQJ UHTXLUHPHQWV LQ KDUG UHDO�WLPH V\VWHPV� 6HH PH LI \RX ZDQW

SDSHUV WKDW GHVFULEH WKH GHWDLOV�
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(c) 1999 M Young CIS 422/522  2/21/99 ��

7UHH /RFNLQJ

� ,I WKH JOREDO VWDWH LV WUHH�

VWUXFWXUHG� \RX FDQ XVH

WKDW VWUXFWXUH WR LPSURYH

ORFNLQJ SHUIRUPDQFH

� /RFN D ´SDWKµ IURP URRW

WR WKH QRGH WR EH ORFNHG

² $OZD\V VWDUWLQJ IURP WKH

URRW

� /RFNV ´DERYHµ FKDQJHG

QRGH FDQ EH UHDG ORFNV

² &5(: SURWRFRO LV WKH

�RQO\� VRXUFH RI

SHUIRUPDQFH LPSURYHPHQW

a

fd

b e

c g

R1R2

R1

W1

R2

W2

Process 1 locks a,b for reading, c for
writing

Process 2 locks a,e for reading, f for
writing

The two updates can proceed
concurrently, and the result will be as
if they were serialized.

(c) 1999 M Young CIS 422/522  2/21/99 ��

&RQFXUUHQF\ &RQWURO ZLWK 7LPH�6WDPSV

� (DFK WUDQVDFWLRQ LV LQLWLDOO\ JLYHQ D

WLPH�VWDPS

² 7KH\ KDYH WR EH SURSHUO\ RUGHUHG� EXW

QHHG QRW UHIOHFW ´UHDOµ WLPH

� :ULWLQJ  FUHDWLQJ D QHZ YHUVLRQ

² 0DUNHG ZLWK WKH WUDQVDFWLRQ WLPH�VWDPS

� 7UDQVDFWLRQV FDQ ´UHDG IURP WKH

SDVWµ

² 7UDQVDFWLRQ VWDPSHG �� ZRXOG UHDG

YHUVLRQ PDUNHG ��� QRW FXUUHQW YHUVLRQ

� $ERUW PD\ EH QHFHVVDU\

² 7KH SDVW LV UHDG�RQO\� FDQQRW ZULWH D

YHUVLRQ ROGHU WKDQ WKH FXUUHQW

34

27

14

18

Current

See Bernstein et al to get the details (and to
get it right, since I’m going from memory)


