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There is an emergent interest in using statistical and Machine Learning techniques to mine network data. Papers that
use neural networks, Bayesian analysis, SVM, PCA, are increasingly common. They aim to move beyond direct
measurements to more sophisticated tasks such as anomaly detection or root cause analysis. Though it might take

some time before this area of research matures, the initial results are promising and deserve to be encouraged.

This paper uses BGP updates to detect Internet anomalies. The paper formalizes the problem as a multi-label classi-
fication, where the labels are: normal, blackout, worm, misconfiguration. The objective is to tag a BGP event (i.e., a
series of BGP updates) with one of these labels. The paper discusses a set of relevant features such as the number of
withdrawals, the number of announcements of a recently withdrawn prefix, etc. it shows that combinations of these

features can be used effectively to distinguish worm and blackout events from normal events.

Though the paper is innovative and interesting to read, the value of the reported performance results is limited. The
results in the paper focus on detecting normal BGP behavior from an abnormal behavior caused by either a major
worm or a blackout. In practice, this task is fairly simple and usually does not require any advanced statistical tech-
niques. The paper would have been much stronger if it focused on distinguishing various abnormalities form one
another - i.e., can we identify whether an abnormal BGP event is caused by a worm, a blackout, or a misconfigura-
tion? Yet, to answer this question, one needs a potentially large number of labeled examples of worm, blackout, and
misconfiguration events. Unfortunately the number of known such events is relatively small making it hard to come

up with a robust classifier.
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ABSTRACT

Abnormal BGP events such as attacks, misconfigurations,
electricity failures, can cause anomalous or pathological rout-
ing behavior at either global level or prefix level, and thus
must be detected in their early stages. Instead of using ad
hoc methods to analyze BGP data, in this paper we intro-
duce an Internet Routing Forensics framework to systemat-
ically process BGP routing data, discover rules of abnormal
BGP events, and apply these rules to detect the occurrences
of these events. In particular, we leverage data mining tech-
niques to train the framework to learn rules of abnormal
BGP events, and our results from two case studies show that
these rules are effective. In one case study, rules of worm
events discovered from the BGP data during the outbreaks
of the CodeRed and Nimda worms were able to successfully
detect worm impact on BGP when an independent worm,
the Slammer, subsequently occurred. Similarly, in another
case study, rules of electricity blackout events obtained us-
ing BGP data from the 2003 East Coast blackout were able
to detect the BGP impact from the Florida blackout caused
by Hurricane Frances in 2004.

Categories and Subject Descriptors

C.2.2 [Computer-Communication Networks]:  Net-
work Protocols; C.2.3 [Computer-Communication Net-
works|:  Network Operations; 1.2.6 [Artificial Intelli-

gencel: Learning; H.2.8 [Database Management|: Database

applications—Data mining

General Terms
Security, Design, Reliability

Keywords

routing forensics, abnormal BGP events, data mining, In-
ternet worms, blackout

1. INTRODUCTION

Abnormal Border Gateway Protocol (BGP) events, in-
cluding attacks [31], misconfigurations [21], and large-scale
power failures [32], can lead to anomalous or pathological
routing behavior and affect the global routing infrastructure.
In the past few years, several well-known BGP events have
been reported. For example, in April 2001, a misconfigura-
tion caused AS 3561 to propagate more than 5,000 invalid
route announcements from one of its customers, causing con-
nectivity problems throughout the entire Internet [22]. In
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January 2003, the Slammer worm caused a surge of BGP
updates [16]. In August 2003, the East Coast electricity
blackout affected 3,175 networks and many BGP routers
were shut down [7]. Also, smaller scale anomalies, although
probably unnoticeable, can happen even more frequently,
further raising concerns for such events on a daily basis.

In this paper, we apply Internet Routing Forensics (IRF)
methodology to study and detect abnormal BGP events, or
ABEs. Forensic science was originally defined as the appli-
cation of scientific methods and analysis to the search and
examination of physical evidence in support of criminal in-
vestigation for the law enforcement community, and has also
been used by computer scientists in recent years, typically to
identify and respond to security breaches [27, 23]. With the
advent of large-scale Internet routing data collection (such
as RIPE [2] and RouteViews [30]), interestingly, we can also
apply forensic science to study large-scale routing events in
the Internet.

We build a reliable but flexible IRF framework that
can continuously train itself using data mining techniques to
learn detection rules from already-known ABEs, and further
use these rules to detect unknown ABEs. Both the training
and detection are based on a large volume of BGP data.

We describe challenges facing the IRF framework in Sec-
tion 2, and present its design in Section 3. After describ-
ing our ground work from empirical studies of BGP in Sec-
tion 4, we then focus on demonstrating the efficacy of the
IRF framework through two case studies. Section 5 is a case
study on Internet worm events. First using the BGP data
from the CodeRed and Nimda period to train the system,
we show that our IRF framework is accurate and fast in
detecting the impact on BGP by the Slammer worm. Sec-
tion 6 is another case study on electricity blackout events,
also showing the effectiveness of our IRF framework. We
describe related work in Section 8 and conclude the paper
in Section 9.

2. CHALLENGES

An effective IRF framework should be able to process
highly complex data to quickly and accurately detect ABEs
according to the different needs of different users. We present
the challenges for doing so from four aspects:

e Accurate Detection. An IRF framework simply fails if
it cannot return accurate detection results. Unfortunately,
an ABE does not always have clear-cut symptoms; worse, it
may even appear legitimate in many aspects. Some ABEs
may have never appeared before.
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e Fast Detection. Many ABEs require immediate atten-
tion. Fast detection, therefore, is critical. Whereas it is
easier to do offline analysis using archived BGP data, in
many circumstances it is necessary to be able to do on-
line analysis while the archive is collecting information in
real time. It will be more useful, for example, if we can
detect that a misconfigured router is causing a significant
amount of BGP updates as it happens, rather than some
time later.

e Usability. Users from different domains or contexts may
define ABEs differently. An ABE that user A wants to pay
attention to may not be a concern of user B. Different users
may also want different levels of details regarding a newly
detected ABE;, in part because the users will have different
levels of knowledge of how BGP works. All users will need
a straightforward interface to express their requests and
feedback to the system, or to receive alerts and rules of
ABEs from the system. The IRF framework must support
the needs of different users.

e Complexity of data. To detect various ABEs over the
Internet, one has to look into the “conversation” records of
BGP routers in addition to their routing tables. Such rout-
ing data, however, is complex to be processed due to the
complexity of BGP. The RouteViews archive of BGP data
provides an example [30]. Not only are the data of a huge
size—currently more than 700 GB and growing 30 GB per
month, but a high level of noise is also prevalent when ex-
tracting ABE-related information. Intermediary data that
are more meaningful than the raw data often should be pre-
pared, such as global-level statistical data and local-level
data on routing paths toward particular Autonomous Sys-
tems (ASes) or prefixes. Note that the intermediary data
can also be of huge size, sometimes even larger than the
raw data. Here, one must carefully select meaningful pa-
rameters in generating the intermediary data; otherwise,
an arbitrary set of parameters will lead to low accuracy,
and a very large set of parameters (with many of them
being irrelevant) will lead to low performance.

3. DESIGN

Figure 1 shows our IRF framework. It has four major
components: the forensics input, data processor, anomaly
resolver, and the user. It also has two running threads:
the training thread and the detection thread. Both threads
involve all four components. The forensics input data is
from the archive of BGP data (such as [2] or [30]). The
data processor processes the forensics input and provides
data in a format that the anomaly resolver can handle. In
the training thread, the anomaly resolver will discover the
rules of particular ABEs by using data mining techniques.
In the detection tread, the anomaly resolver will apply those
rules to its input to determine whether the input is normal
or associated with an ABE. (Note that the detection may
be either online or offline.)

3.1 Data Processor

The data processor takes the forensics input, cleans noise
when necessary, processes it to obtain values for a set of
selected parameters over every time window, and provides a
database table or a multi-dimensional data model (such as a
data cube [12]), as the input for the anomaly resolver.
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Figure 1: The architecture of the IRF framework

The input is used either by the training thread or by the
detecting thread. Data used for training can be associated
with already-known BGP events, such as those mentioned
in Section 1. Each row of a training database table can
have a label field to specify whether the data is associated
with a particular ABE (e.g. a worm event) or should just be
treated as normal. On the other hand, if used for detection,
every row is instead unlabeled.

The data can be from both the global level and the IP
prefix level. At the global level, familiar parameters include
the number and type of updates, the inter-arrival time of
updates, the percentage of updates related to the top =%
of active prefixes, etc. At the prefix level, we create graphs
describing the AS-paths taken to a given destination prefix
from other AS sources in the Internet, and analyze param-
eters related to such graphs.

Parameters used in the data processor are selected accord-
ing to the information gain of each parameter. Parameters
with high information gain are highly discriminating param-
eters, and selecting them will make the data mining process
more accurate and compact. Calculating the information
gain is a widely accepted method for attribute relevance
analysis. The detailed procedure can be found in [12].

3.2 Anomaly Resolver

The anomaly resolver, as shown in Figure 2, consists of a
data miner and a rule processor that build optimized rules
(both associated with the training thread) and a detector to
use these rules to detect ABEs (associated with the detection
thread).

In detail, the data miner processes the training data to dis-
cover rules between the input data and ABEs. Particularly,
since ABE detection can be treated as a data classification
problem of how to classify the input data into categories of
normal events and various abnormal events, the data miner
supports a classification functionality. It applies the widely
used C4.5 algorithm [25], which we have found also works
well in our context. This algorithm first builds a decision
tree, where each internal node denotes a test on a parame-
ter, each branch represents an outcome of a test, and each
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Figure 2: The architecture of the anomaly resolver
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Figure 3: The decision process of the detector

leaf node represents a class (i.e. normal or a specific ABE).
From the decision tree, C4.5 then can derive IF-THEN clas-
sification rules. It can also use training data to estimate
the accuracy of each rule, or remove any conditions in the
antecedent of a rule that do not improve the rule’s accuracy.

Empirical evidences also show that some parameters ex-
hibit correlations among each other. We are currently con-
sidering extending the Apriori algorithm [3] to discover those
correlations in the form of association rules.

Upon the generation of classification and association rules
from the data miner, the rule processor can select the rules
which have high accuracy, and then optimize them by re-
moving redundancies or inconsistencies. The detector then
uses optimized rules to detect ABEs. It takes the steps
shown in Figure 3: If the data matches and only matches
rules of an ABE, the data is considered to have come from
an ABE; on the other hand, if the data matches and only
matches normal rules, the data is normal. Otherwise, if no
match (as described above) is found, the detector will treat
the data as “unknown.”

3.3 User

Users, such as ISP operators, also play an important role
in this IRF framework. First of all, users may choose train-
ing events that are of particular interest to them, whether
they are on a very large or relatively small scale. Chosen
events can be known to users only, or well known by the In-
ternet community at large. This allows a flexible definition,
created by the user, of what types of events are considered
normal and abnormal.

Note that while major events do not occur on a regular ba-
sis, small-scale misconfigurations and other anomalies prob-
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ably happen more frequently. By studying routing events
at small scale, the IRF framework can provide insight into
the more common cases, thereby improving the day-to-day
operation of BGP routing. Recall that the data processor is
equipped to prepare data not only from the global level, but
also from the IP prefix level. Therefore, the IRF framework
should not only be able to allow users to choose large well-
known events for training that appear in aggregated global
statistics, but also smaller events that appear only at the
network level.

Users may interact with the IRF framework through a
user interface. In the training tread, besides choosing ABEs
for training and labeling the data rows as normal or not,
users could also help the parameter selection process. For
example, when all information gain values of candidate pa-
rameters fall into a narrow range, we can rely on users to
decide which parameters are more interesting to them. In
the detection thread, users can specify what particular ABEs
to monitor, such as the type, domain, and period of those
ABEs, how they want to be notified, and whether detailed
information is also needed.

Users can receive two main types of output: alerts of pos-
sible ABEs from the detection thread, or ABE detection
rules from the training thread that users will then tune or
verify. The user can further use out-of-band knowledge to
verify whether the output is accurate, and provide feedback
to the framework.

4. GROUND WORK FROM EMPIRICAL
STUDIES

Using the BGP updates archive from RouteViews [30] and
RIPE [2], we have done several important ground works.
We have analyzed independent well-known BGP events that
network operators would usually regard as abnormal—such
as the 2003 August East Coast blackout event and the 2003
January Slammer worm event. Furthermore, we have also
tried to have an up-to-date understanding of BGP dynamics.

We obtained encouraging results in characterizing BGP in
general and BGP during these well-known events in partic-
ular, strengthening our belief that more systematic analysis
using data mining will likely result in even more accurate,
comprehensive patterns and characterizations for identify-
ing ABEs. In particular, before we apply information gain
mechanisms to select what parameters to use from among
candidate parameters, we are able to choose candidate pa-
rameters by analyzing various parameters throughout these
empirical studies. Recall the data processor needs to col-
lect values of only those useful parameters to send to the
anomaly resolver.

4.1 The BGP Impactfromthe 2003 East Coast
Blackout Event

In this work, we analyzed BGP behavior at the August
2003 East Coast blackout, during which 3,175 networks lost
their connectivity [7], and identified a number of metrics for
analyzing BGP behavior. Global metrics studied include
the number of updates, the number of explicit withdrawals,
inter-arrival time of BGP updates, etc. At prefix level, we
studied per-prefix AS-path graphs that show AS-paths taken
to a given destination prefix from other AS sources in the
Internet, including characteristics related to graph changes
such as the node degree and the number of nodes. Our re-
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sults show that during the blackout event, there was an ap-
parent increase in the number of explicit withdrawals (Fig-
ure 4), and at the prefix level, the AS-path graphs of some
prefixes also show a sharp decrease in the number of edges
and nodes, as well as changes in node degrees. Nonethe-
less, our results also show that BGP can recover from the
blackout in a timely manner, and the negative impact of the
power outage was limited only to the affected areas.
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Figure 4: Hourly explicit withdrawals surrounding
the East Coast blackout period. The short arrow
marks the starting time of the blackout.

4.2 The BGP Impact from the 2003 Slammer

Worm Event

Our work studying the January 2003 Slammer worm event
is similar to the work on the blackout. Like the blackout
event, the reachability of many networks was affected by
the congestion produced by the worm traffic. We studied
the same metrics as we did in the blackout, including both
global-level and prefix-level graph-based metrics. The re-
sults show that the number of withdrawals during the worm
event also increased dramatically (Figure 5), and the num-
ber of nodes in the AS-path graphs for certain prefixes os-
cillated rapidly.
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Figure 5: Hourly explicit withdrawals surrounding

the Slammer period. The short arrow marks the
starting time of the Slammer worm propagation.
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4.3 BGP Dynamics Study

This study helped determine normal ranges of various
BGP parameters related to BGP dynamics. These parame-
ters are calculated by checking every pair of updates from a
single BGP speaker about a particular prefix, and are clas-
sified based on the update fields. For example, WADiff is
about announcing a new path after withdrawing an old path
toward a prefix, WA Dup is about reannouncing a path after
withdrawing the same path, AADiff is about announcing a
new path (thus an implicit withdrawal), and AW is about
withdrawing a path announced earlier.

Analyzing six months of BGP updates, we have found that
the characteristics of BGP dynamics have changed signifi-
cantly since the last study conducted eight years ago [15].
For example, the duplicate withdrawal messages that were
dominant in 1997 now contribute the least of all dynamics
types. Implicit withdrawals and policy fluctuations instead
have become the first and second most dominant, respec-
tively. We compared ASes of different sizes in terms of their
contributions to the overall dynamics, and found that larger
ASes generally experience more dynamics. We also studied
time patterns of BGP dynamics, and found a less obvious
weekly pattern but a strong daily pattern. Moreover, we
found that throughout the six months of study, a parame-
ter on BGP dynamics often has its own unique inter-arrival
time distribution, as shown in Figure 6.

5. CASE STUDY I: WORM EVENTS

In this case study, we focus on routing anomalies during
the propagation of Internet worms, which can cause severe
congestion and session breaks of BGP routers at the edge of
the Internet, as pointed out in [31, 16, 8, 9]. We analyzed
BGP data during the outbreak of two different worms—
CodeRed and Nimda—as well as BGP data during normal
periods (when no ABEs are known to have occurred), and
applied our data mining process to these data to discover
rules for detecting occurrences of worms. We further ver-
ified the accuracy of these rules by applying them to data
collected from the Slammer worm period, as well as data col-
lected from different normal periods. From this case study,
we found that in terms of both the speed and accuracy, our
routing forensics methodology is successful. We describe the
details step by step in the following.

5.1 Data Source and Data Cleaning

The BGP data archive that we used to prepare database
tables was the RIPE archive. It is a huge archive of BGP
updates and routing tables that are continuously collected
by RIPE monitors around the world. We used the BGP
update data from six randomly selected peers. (We did not
use the Oregon RouteViews archive, as it does not contain
BGP updates for the CodeRed and Nimda worm periods
that we want to study.)

We need to be careful when considering the effects of the
BGP session reset process: When two BGP routers reset
their BGP sessions, one will send the other a full set of BGP
announcements derived from its whole routing table. (Re-
call that every BGP session runs on top of TCP.) Because
the BGP session between a RIPE monitor and its peering
router crosses multiple hops, it may break more easily than
in a typical single-hop session and thus reset more frequently,
“polluting” the BGP archive with duplicate BGP announce-
ments from repeated session resets. This effect is even more
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Figure 6: Distribution of inter-arrival time for four types of BGP dynamics during March 2004.

obvious when a worm propagates and causes network link
congestion, as observed in [31]. We borrowed the method
from [31] to filter unnecessary announcements from BGP
session resets. Basically, for each session reset period, the
first announcement for a prefix will be treated as from a ses-
sion reset and filtered, and the subsequent announcements
for the prefix will be kept.

5.2 Data Processing

As discussed in Section 3.1, it is critical that the training
and detection threads use a small optimized set of param-
eters. Based on our empirical studies (see Section 4), we
first selected parameters that were likely to be useful. We
then calculated the information gain for each parameter to
obtain the most relevant ones.

Table 1 lists 35 parameters that are considered in this
study. Numbers of BGP updates (parameters 1-3) are cer-
tainly indicators of the Internet routing dynamics. Because
one BGP update message could speak for multiple prefixes,
we also considered the number of updated prefixes (param-
eters 4-6). Labovitz et al [15] defined a method to classify
BGP updates into different types; with our further refine-
ment, this leads to nine parameters (parameters 7-15), each
counting a different type of BGP updates. Furthermore, pa-
rameters that may capture temporal characteristics of BGP
updates are also important, as demonstrated by Figure 6.
Corresponding to every parameter from parameters 6-15,
the inter-arrival time of a particular BGP update type can
be studied; for example, related to parameter 10, AADiff,
we can have the inter-arrival time of two announcements
that declare two different paths for reaching a specific pre-
fix. We introduce the mean and the standard deviation of
every such inter-arrival time as two new parameters, leading
to another twenty parameters (parameters 16-35).

The information gain values of these 35 parameters range
from 0.005 to 0.2. We selected nine parameters whose infor-
mation gain values are much greater than the rest param-
eters. Those nine parameters are underlined in Table 1.

To obtain rules regarding worm events that can affect

BGP, we collected training data as follows. Using the CodeRed

and Nimda worms as training ABEs, we prepared data from
an eight-hour period immediately after each worm started
to propagate. We also prepared data from ten randomly
chosen “normal” days (dispersed within a two-year period
from July 2001 to August 2003), in which no major events
were known to have happened.

To test the rules obtained from the training, we further
prepared data from the day when the Slammer worm was
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ID | Parameter Definition

1 Announce # of BGP announcements

2 Withdrawal # of BGP withdrawals

3 Update # of BGP updates
(= Announce + Withdrawal)

4 AnnouPrefix # of announced prefixes

5 WithdwPrefix # of withdrawn prefixes

6 UpdatedPrefix | # of updated prefixes
(= AnnouPrefix + WithdwPrefix)

7 WWDup # of duplicate withdrawals

8 AADupTypel # of duplicate announcements
(all fields are the same)

9 AADupType2 # of duplicate announcements
(only AS-PATH and NEXT-HOP
fields are the same)

10 | AADIff # of new-path announcements
(thus implicit withdrawals)

11 WADupTypel # of re-announcements
after withdrawing the same path
(all fields are the same)

12 | WADupType2 | # of re-announcements
after withdrawing the same path
(only AS-PATH and NEXT-HOP
fields are the same)

13 | WADup WADupTypel + WADupType2

14 WADIff # of new paths announced
after withdrawing an old path

15 | AW # of withdrawals after announcing the same path

16 the mean and the standard deviation of

ten different types of inter-arrival time

35

61

Table 1: Parameter list

active (January 25, 2003). To provide a basis of compar-
ison when testing the rules, data from another set of ten
randomly chosen “normal” days were also collected.

Each worm and normal period is further divided into 1-
minute bins, with each bin represented by exactly one data
row. Data from each bin is calculated in terms of the param-
eters listed in Table 1. As a result, for each bin, a new row
is added to a corresponding database table used for training
or testing. When used for training, a new row will also be
labeled as either “worm” or “normal.” Table 2 presents a
sample database table for training. In total, the database
table used for training contains 14,116 rows of normal data
and 958 rows of (CodeRed and Nimda) worm data; The
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Rules for the normal class Rules for the worm class

1. | IF Announce <= 236
THEN class = "normal" [99.8%)]

1.| IF Announce > 236

AND Update_prefix > 720
AND WADIff > 47

AND AW > 84

AND WADup > 28

THEN class = "worm" [89.1%)]

2.| IF Updates <= 358
AND Withdraw_prefix <= 106
THEN class = "normal” [99.6%)]

3.| IF WADIff <= 34
THEN class = "normal" [99.5%)]

Figure 7: Sample rules generated by data miner

database table used for testing uses data from 10 “normal”
days and one Slammer day, with about 1440 rows for each
day.

Announce | Update WADIff | AW | Label
107 116 26 15 | normal
140 146 16 15 | normal
523 537 100 27 worm
884 897 289 29 worm

Table 2: A sample database table. Each row corre-
sponds to a 1-minute bin.

5.3 Data mining for classification rules

Using the database table for training as the input, we
apply the procedure described in Section 3.2 to discover
rules that classify data as being associated with a worm
event or being normal. Note that we do not differentiate
between data from different types of worms. On the con-
trary, we sought to obtain rules for just two classes—normal
and worm.

When we did not calculate the information gain of param-
eters for attribute relevance analysis, we used all 35 parame-
ters to obtain classification rules. The data miner generated
18 rules for the normal class and 9 rules for the worm class.
After applying information gain and selecting the top 9 pa-
rameters, our data miner generated 7 rules for the normal
class and 5 for the worm class.

All rules obtained by the data miner are in IF-THEN
form. Figure 7 shows a subset of such rules. The antecedent
of each rule is a conjunction of conditions, where each con-
dition is used to check the value of a parameter. The con-
sequent is a label that identifies the class of the data (i.e.
“normal” or “worm”). In general, the normal rules consist
of conditions that the value of a parameter is less than some
threshold, while the worm rules take the forms of the value
of a parameter is larger than some threshold. This makes
sense considering that worm propagation may bring conges-
tion and break down BGP sessions, increasing the number of
BGP updates and other BGP types. When applying these
rules for detection, we also found that the rules with higher
accuracy are more effective and matched more data rows.

5.4 Applying rules for detection

In order to test whether the rules generated by our data
miner can successfully detect abnormal BGP events, we
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feed these rules to the framework’s detector to process the
database table that we prepared for testing (see Section 5.2
for the details of the table).

To simulate the behavior of an online detector, we used
a sliding window with a size of 60 minutes, thus using 60
rows of data from the testing database table, to apply the
detection process. (Recall that every row from the testing
database table corresponds to one minute of data.) The
sliding window moves forward 10 minutes (or 10 data rows)
each iteration. The detector will check each row against all
normal and worm rules. Every row will either match only
normal rules, only worm rules, no rules, or both worm and
normal rules. We classify the latter two cases as belonging to
the “unknown” class. Corresponding to the sliding window
at a particular time (with a total or 60 rows), the detector
reports the percentage of rows matching normal rules, the
percentage matching worm rules, and the percentage of un-
known data (which is 100% minus the first two percentage
values).

As the sliding window moves, the process is repeated until
it is the end of a testing day. As a result, for every testing
day the detection results will include the values of each per-
centage type over the whole day. After processing the whole
testing database table that contains ten “normal” days and
one Slammer day, an output file containing detection results
is then generated for each testing day.

5.5 Results and analysis

Suppose that « is the percentage of data matching only
worm rules, and [ is the percentage of data matching only
normal rules. If our training phase were successful in deriv-
ing accurate classification rules, we would expect that during
a normal period, o would be close to 0% and 3 would be
close to 100%. Conversely, during the Slammer worm pe-
riod, @ would be much higher than 0% and 3 would be much
lower than 100%.

We generated detection results using both 35 parameters
(without calculating information gain) and 9 parameters (af-
ter calculating information gain). As can be seen in Fig-
ure 8(a) and 8(c), when applying rules to data from ten dif-
ferent “normal” days, a very high percentage of data match
normal rules, while a minuscule amount match worm rules.
On the other hand, when applying rules to the Slammer day
(Figure 8(d)), the percentage of data matching normal rules
is high until the time when the Slammer worm is known to
have started heavy propagation (5:30 AM UTC). At that
point, the percentage of data matching worm rules quickly
skyrocketed, close to 100%. The trend continues until later
in the day, when (presumably) the effects of the worm on
BGP diminished. Note that when using all 35 parameters
together, Figure 8(b) suggests that the worm impact is visi-
ble for only about five hours, while Figure 8(d) indicates that
when considering only the nine parameters with highest in-
formation gain, the worm impact on BGP actually lasted
longer (about twelve hours).

The accuracies of rules can also be considered in the detec-
tion process. For example, data that match worm rules with
~ accuracy can be treated as worm data with a probability
of v. We obtained similar results that clearly distinguished
the Slammer worm period from a normal period.

6. CASE STUDY Il: BLACKOUT EVENTS

In addition to worm events, we also applied our IRF frame-
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Figure 8: Applying rules to detect a worm event. For graphs about the detection results over normal periods,
the solid lines represent the median values of the percentages from ten days, and the dashed lines represent
the worst-case values (minimal percentages for matching normal rules and maximal percentages for matching

worm rules).

work to another type of event, the large-scale electricity
blackout. On August 14, 2003 (21:10 UTC), a major power
outage paralyzed dozens of cities in the eastern United States
and Canada. Although the outage spread within just three
minutes, it took about 22.5 hours, from August 15, 4:00
UTC to August 16, 2:30 UTC, to fully restore the electricity,
The blackout affected the connectivity of 3,175 networks ac-
cording to the Renesys report [7]. Also, another large-scale
power outage caused by Hurricane Frances, which landed on
Florida on September 3, 2004, caused 2.8 million customers
to lose power [1].

In this second case study, we applied the same process de-
scribed in Section 5. More specifically, we used the six-hour
period of BGP updates corresponding to the East Coast
blackout period (August 14, 21:10 UTC — August 15, 4:00
UTC) as the training data, and then applied the derived
rules to the 24-hour period (September 3, 2004) during which
the Florida blackout happened. The rules distinguish data
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belonging to a normal period from data belonging to a black-
out period. We considered results using all 35 parameters,
as well as results gained using the one parameter with the
highest information gain (its value is much greater than the
rest of the parameters).

With the rules we obtained using all 35 parameters, the
Florida blackout period does not look very different from
normal periods, as shown in Figure 9(a) and 9(b). How-
ever, when using just the single parameter with the highest
information gain, Withdrawal, a clear distinction appears.
During normal periods the percentage of data rows matching
blackout rules is usually below 40% (Figure 9(c)), while dur-
ing the blackout period it climbs to 60-80% (Figure 9(d)).

In a normal day, a rare worst case may occur in which the
percentage of data that match blackout rules can be as high
as 45%, even greater than data matching normal rules (28%)
(Figure 9(c)). But notice that when a blackout happens,
the percentage of data matching blackout rules will be at
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Figure 9: Applying rules to detect a blackout event.
represent the median values of the percentages from ten days. The dashed lines represent the worst-case

values (minimal for normal and maximal for worm).

least 65% (see Figure 9(d)), meaning that the ABE detector
should use a high percentage value as a threshold in order
to determine whether or not there is a blackout event.

7. DISCUSSIONS

The success of detecting a completely unseen worm (i.e.
Slammer) or a blackout event shows that our IRF approach
to discovering rules of ABEs is promising. In particular, the
two case studies show that it successfully addresses the chal-
lenges raised in Section 2. Not only can the IRF framework
detect the BGP impact from a new subsequent event, such
as the Slammer worm or the Florida blackout event, when it
occurs, but also quickly once it occurs. The IRF framework
also handles data complexity by choosing most informative
parameters, and raise the usability by allowing users to pro-
vide various input (such as specific training events, feedback
on new rules, or their requests) and receive various output
(such as alerts or new rules).
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(d) Results for Florida blackout period (1 parame-
ter)

For graphs about normal periods, the solid lines

Note that our case studies are mainly used to showcase the
efficacy of the framework, not to show that data mining is
the only way to distinguish a couple abnormal BGP events.
IRF needs data mining not just because it works in our case
studies above, but because of its flexibility and generality in
detecting a variety of abnormal BGP events, some of which
will be prefix-level abnormal BGP events that has yet to be
investigated, and some of which we cannot foresee today.

It may appear that abnormal BGP events only occur rarely
and training data is less than sufficient, thus the IRF frame-
work is probably both unnecessary and insignificant. How-
ever, abnormal BGP events can be at both global level (such
as those from our case studies) and prefix level. The latter
is also important to study; typically at small scale, they can
be occurring at a daily or even hourly basis. Furthermore,
for those global-level events, even though there were just a
few of them, they are extreme events that are important
to address even if we do not seem to have enough training
data, especially similar ones could occur in the future. Ac-
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tually, only a few such events does not mean we do not have
enough training data —the amount of BGP data associated
with each event is still large.

Also, compared with other possible approaches to analyz-
ing patterns of ABEs, such as manual statistical methods,
our approach provides several main functionalities:

e Automating the rule discovery and detection process. Most
steps we have presented so far are automated. User in-
put is needed only at certain points, such as determining
the parameters to use or checking rules produced from the
anomaly resolver. Compared to manual data analysis, this
implies a faster, more systematic detection methodology
and makes online detection possible.

e Selecting or filtering parameters. By combining empirical
studies and information gain and other mechanisms, pa-
rameters that have a significant impact on determining an
ABE can be discovered, while parameters with minimal
impact can be filtered out.

e Improving accuracy. It is likely that sometimes the rules
generated are not sensible, especially when the training
data is insufficient or not representative. Outliers from
normal periods may raise false alarms, too. While user
intervention is necessary in certain circumstances, the IRF
system can be trained continuously with more data or more
parameters, thus further improving the accuracy.

8. RELATED WORK

Research has been conducted to study BGP behavior dur-
ing unexpected events. Several studies have found that some
Internet worms, such as CodeRed II, Nimda, or Slammer,
can cause BGP update storms, even though the worms did
not directly target BGP routers [8, 9, 16, 31]. Cowie et al
[7] analyzed the number of affected networks and changes
in routing table sizes during the 2003 East Coast electricity
blackout. Research also found that minor BGP misconfig-
urations can add significant overhead to BGP routers [21],
and accidental configuration errors could result in large-scale
connectivity outages [10, 22].

Researchers has also studied the security of BGP. Re-
searchers have not only surveyed BGP vulnerabilities [24,
6], but also attempted to secure BGP by proposing new
protocols [13], developing incremental solutions [11], or ad-
dressing specific security issues [4]. In addition, researchers
have proposed new functions to enhance the general capa-
bilities of routers, such as [20, 28, 26]. Unfortunately, these
improvements all face deployment issues, while the current
BGP protocol continues to play a fundamental role in the
functioning of the Internet. It is critical to understand, de-
tect and handle ABEs under the current environment.

Numerous works have analyzed traffic and events to de-
tect intrusions or other anomalies from the Internet data
plane. However, only a few anomaly detection studies have
been performed on BGP, and they often just focused on
specific anomalies. For example, the study in [34] proposed
to enhance BGP protocol to detect IP address ownership
violation . Researchers also applied visualization [29] and
topology-based [14] techniques to attack the above prob-
lem. The more related work to IRF is [33], which used
signature-based and statistics-base methods. In particular,
the authors used the NIDES statistical algorithm to detect
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anomalous BGP updates by measuring the statistical devi-
ation of current behavior from a long-term profile. Differ-
ently, IRF applies data mining to generate rules for detec-
tion. The framework offers the flexibility of employing other
data mining techniques and the power of detecting a wide
range of BGP anomalies.

Data mining has been applied to network intrusion detec-
tion. Research in [19, 5] described misuse detection by using
standard data mining algorithms to label data as “normal”
or “intrusive.” Instance-based machine learning [17] and
outlier analysis [18] have been used to build models of nor-
mal data and detect deviations as anomalies. While these
approaches strengthen our confidence that data mining and
related techniques can be useful for IRF, they are not di-
rectly applicable to IRF. Data for IRF are different not only
in their semantics but also in their complexity.

9. CONCLUSIONS

Whereas there are numerous studies on detecting intru-
sions or other anomalies by investigating traffic from the
Internet data plane, the Internet Routing Forensics (IRF)
framework presented in this paper provides a new, system-
atic approach to detecting abnormal BGP events from the
control plane, a major concern for the reliability of the In-
ternet routing infrastructure.

Detection of abnormal BGP events must be accurate, ap-
plicable to different user needs, and fast if online anomaly
detection is required. The IRF framework supports a re-
liable but flexible process that continuously trains itself to
learn detection rules from already known abnormal BGP
events, and then uses these rules to detect unknown abnor-
mal BGP events. Albeit a difficult problem, our research
shows that a well-designed routing forensics framework can
be promising.

In one case study, we found that effective worm-specific
classification rules can be obtained by training the system
using BGP data from the CodeRed and Nimda periods as
well as those from the normal periods. With these rules,
unseen BGP data from the Slammer worm period and BGP
data from the normal periods can be clearly distinguished
from each other. A separate case study on blackout events
showed similar results on the efficacy of the IRF framework.

Open issues of this research include a deeper understand-
ing of the implication of rules discovered, and more accurate
and efficient designs of the training and detection processes.
Also important is the investigation of a broader range of
abnormal BGP events with more comprehensive parame-
ters for both global and local level routing information. In
particular, we are investigating how to distinguish different
abnormal BGP events in addition to distinguishing the ab-
normal from the normal. We are also studying prefix-level
abnormal BGP events that are probably more abundant but
at smaller scale than those from our case studies.
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