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Recent web-based applications offer users free service in exchange for access to personal
communication, such as on-line email services and instant messaging. The inspection and
retention of user communication is generally intended to enable targeted marketing. How-
ever, unless specifically stated otherwise by the collecting service’s privacy policy, such
records have an indefinite lifetime and may be later used or sold without restriction. In this
paper, we show that it is possible to protect a user’s privacy from these risks by exploiting
mutually oblivious, competing communication channels. We create virtual channels over
online services (e.g., Google’s Gmail, Microsoft’s Hotmail) through which messages and
cryptographic keys are delivered. The message recipient uses a shared secret to identify the
shares and ultimately recover the original plaintext. In so doing, we create a wired “spread-
spectrum” mechanism for protecting the privacy of web-based communication. We discuss
the design and implementation of our open-source Java applet, Aquinas, and consider ways
that the myriad of communication channels present on the Internet can be exploited to
preserve privacy.

1.1. Introduction

Internet users hemorrhage personal information. Almost every interaction on the web is
scanned (directly or indirectly) by some party other than those directly involved in the
transaction. Tracking cookies, web bugs, and other tools are used by advertisers to follow
users as they move from site to site across the Internet.! Less scrupulous groups rely
upon spyware to surreptitiously acquire personal information. Such information can be
warehoused, collated with other sources, and stored indefinitely.

Recently, however, a more active means of collecting personal information has become
common: users expose their personal communications to service providers in exchange for
free online applications such as email and instant messaging. As promoted, access to this
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information allows online providers to personalize the user experience by offering targeted
advertisements.> The revenue generated by connecting users and vendors has historically
fueled much of the growth of the Internet, and is the major source of revenue for many
websites. Hence, user profiling is an often positive and possibly necessary element of
online life.

However, the communications provided by users of these new services such as free email
can be used to develop profiles that extend far beyond simply online habits. By allowing
these services to scan the contents of every message that passes through their system, they
provide commercial interests with insight into their daily and sometimes highly personal
lives. The contents of such communications are further susceptible to interception and
examination by repressive regimes.3>=> Such practices are becoming the norm in web-based
applications. Unfortunately, the legal devices for protecting user privacy against abuse or
sale of this information are few, and those that do exist are often ineffective.®

We assert that users need not sacrifice their right to privacy in exchange for any service.
Just as customers of the postal service have come to expect that their messages will only
be read by the intended recipient, so too should users of web-based services be guaranteed
privacy in their communications. We demonstrate that strong confidentiality is attainable
for all Internet users, regardless of the privacy policy of these online services.

In this paper, we introduce Aquinas, an open source tool designed to provide email privacy
while maintaining plausible deniability against the existence of the unobservable (covert)
communication. The Aquinas client provides privacy using a hybrid scheme; we employ
cryptography to secure communication, steganography to hide the existence and substance
of ciphertext, and multipath delivery to ensure compromised accounts or intercepted mes-
sages provide little information to an adversary. All email messages are initially encrypted
and protected with a message authentication code (MAC) to ensure confidentiality and
integrity. The key and ciphertext are then carefully divided into shares. The shares are
embedded in emails using steganographic tools and sent to the recipient via multiple email
accounts established at competing services such as Yahoo! Mail, Gmail, and Hotmail.
When the recipient receives the ciphertext and key shares, Aquinas reconstructs the key
and ciphertext. The ciphertext is decrypted and the contents validated to obtain the plain-
text message.

Aquinas is an open-source Java applet. While the mechanisms and distributed nature of
content delivery make the current iteration of Aquinas highly robust against multi-party
collusion and third-party scanning, it is our intention to allow anyone to contribute addi-
tional algorithms and functionality to the codebase. This diversity of operation means that
ultimately, the ability of any entity to detect or prevent private communications through
web-based email services will be severely curtailed.

Through its use of multiple channels for message delivery, Aquinas’s design mimics wire-
less “spread-spectrum” protocols, which use a pseudo-random pattern of radio channels in
order to prevent eavesdropping and jamming. Even with the observation of some subset



November 20, 2007 18:36 World Scientific Review Volume - 9.75in x 6.5in mono

Privacy Preserving Web-based Email 3

of channels, an adversary gains no usable information about the true nature of a message’s
contents. In Aquinas, an adversary needs to intercept email on all used mail accounts to
gain any information about the user communication. Because no web service can feasibly
intercept all communication, user profiling is not possible.

Aquinas differs significantly from existing email privacy tools such as PGP.” Existing tools
seek to secure the missives between known users typically using highly secure keys, i.e.,
public keys. Conversely, Aquinas seeks to enable mobile and lightweight communication;
users need not have any physical data beyond a single password in their head. Moreover,
Aquinas seeks to secure communication in environments where integration with existing
tools is not available, such as with free email accounts. That is not to say that Aquinas
provides a superset of features of these tools. Specifically, Aquinas does not provide all
the guarantees that other systems may, e.g., non-repudiation. However, Aquinas is robust
to compromise due to the generation of new keys for each message. We believe that this
forward-security in combination with portability make this mechanism a highly attractive
means of addressing privacy.

The remainder of this paper is organized as follows: Section 1.2 gives an overview of our
approach to solving these issues; Section 1.4 discusses additional issues facing the use of
privacy preserving software; Section 1.3 examines the specifics of the our implementation;
Section 1.5 examines the related work in this field; Section 1.6 offers concluding thoughts
and future directions for this work.

1.2. Design

We first define the goals of Aquinas and consider the threats and adversaries we seek to
protect against. The latter parts of this section describe the protections in Aquinas and the
mechanisms for their implementation.

1.2.1. Goals

The high-level design goals of Aquinas include:

Confidentiality: No adversary should be able to obtain information about the existence or
content of email communication.

Integrity: The integrity of all communication must also be preserved, i.e., any modifica-
tion of the message should be detectable by the recipient.

Ease of use: Aquinas should not require that the user understand or directly use any so-
phisticated concepts such as cryptography or steganography. Additionally, the tool
should provide a user experience consistent with traditional email applications.
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The systemic requirements of Aquinas are somewhat more mundane. We do not want to
place a requirement on the user for having to install software beyond a simple web browser,
or to provide complex data, e.g., maintain keyrings. The implications of this are that all
security-relevant data needed to receive email from a single user should be derivable from
a password. The second implication is that the tool should be able to execute on arbitrary
platforms.

In addition, we want to maximize the flexibility of the services that can be used; to that end,
we wish to be able to easily integrate Aquinas with any communication service available
on the Internet. Finally, we require the tool to be extensible in order to accommodate future
functionality.

1.2.2. Threat Analysis

Users of web-based email services are subject to a variety of threats against their privacy
and security. Below, we consider possible adversaries and the motivation and attacks they
may employ.

Threats may arise from corporate adversaries. For the application providers that run web-
based email services, there is a strong interest in profiling their users for revenue generation.
Information about users can be sold to marketing agencies or directly to other companies
interested in advertising products to their target demographics. The information gleaned
about a user through profiling email can be arbitrarily detailed; through sufficiently op-
timized data-mining techniques, even users reticent to reveal personal information may
unwittingly divulge many more personal details than they realize. If information is sent
without any form of obfuscation, it is trivial for the adversary to intercept communications;
any party between the user and the application provider will also have unfettered access to
this information.

There are environments where protections such as message confidentiality may not be al-
lowed: the email provider may disallow encrypted or unrecognizable content, or the net-
work used for information transmission may have similar restrictions. Even when hidden
channels are used, vulnerabilities may still be manifested. As information flows to and from
an email account, the account will be subject to channel decay over time: an adversary col-
lecting copies of the transferred information will be able to use the amassed data to more
easily mount an attack against the channel. In addition, the probability of an adversary
learning of a channel’s existence will increase with time.

An additional adversary with a similar reward model to the application provider can be the
webmail user’s ISP. Defending against these attacks presents a tangential set of challenges.
We consider adversarial ISPs in greater detail in section 1.2.5.

While the goals of adversarial companies are largely financially-based, political adversaries
may represent a greater threat to some users. Repressive political states have shown little
compunction about using Internet activity logs to target and persecute dissidents.>~ These
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Fig. 1.1. A sample message and key delivery flow. The sender encrypts the plaintext and then embeds it into
carefully select covertext using steganography. The message containing the hidden content is then sent as shares
to one or more accounts owned by the recipient. Each of the key shares used to create the encryption key are then
sent to different destination email accounts. The recipient’s client checks all of the accounts, reassembles the key
and ciphertext from the shares, and recovers the plaintext. The separate emails from different SMTP servers to
prevent reassembly by adversaries.

adversaries can be significantly more determined to discover information about their target
than businesses, and have full access to all records and logs of activity. We can consider the
political adversary to have all of the same tools at their disposal as the corporate adversary,
plus the ability to compel multiple application providers to turn over all information they
possess, or force those companies into collusion. This could create very serious conse-
quences for a dissident attempting to keep their communications hidden from a regime.

1.2.3. Email Protection

Figure 1.1 provides an overview of how email messages are protected by Aquinas. After
a message is composed, the email is encrypted and steganographic techniques are applied
to conceal the nature of the information being sent. We use symmetric cryptography as
the encryption mechanism, in contrast to alternative email schemes, which use public-key
cryptography. Because public-key systems require the use of a trusted third party for en-
dorsing user identities, selecting parameters for key encryption, and proving credentials—a

8__as well as

non-trivial problem that has not been entirely solved in a satisfactory manner
a full associated infrastructure, we found that this architecture would not fit within the goals
of our system. While use of symmetric cryptography necessitates initial establishment of a

shared secret (typically in an out-of-band fashion), we felt this was an adequate tradeoff.

Symmetric cryptography requires both the sender and recipient to agree on a key. Obvi-
ously, we do not want to send the key in the same email as the ciphertext. A simple solution
is to send the key and ciphertext is separate emails, but if both are sent through the same
mail service, the adversary still has access to both. The solution is to split both the key and
ciphertext into multiple shares and send each part through multiple mail services.

The encryption process is straightforward. The sender begins by creating some number
of keys. These keys are combined via XOR (herein noted as @) to create the encryption
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key*. Using some symmetric cryptographic algorithm, e.g. AES, the message ciphertext is
created. However, encryption alone is not sufficient protection for the email, as a service
provider could easily detect that an encrypted message was sent. A sender may wish to
plausibly deny that sensitive information has been transmitted, and the presence of cipher-
text in a message alludes to the transmission of unknown information. To make the emails
appear innocuous, the message and key shares are passed through a steganographic filter
(e.g., SNOW?), obscuring the email with covertext that provides no insight as to the real
message contents.

Once the message has been encrypted and protected with a MAC, it is steganographically
obscured with covertext. The resulting message is sent in an email to one of the recipient’s
accounts. The key shares are also hidden through steganographic techniques, and these
messages are sent to different accounts. At this point, the message and key shares are
distributed among multiple, independently administered email servers, and the message
contents, mass collusion notwithstanding, are secured from unauthorized observers.

The recipient begins the decryption process by downloading both the message and key
shares. From the recipient’s point of view, the key to decrypt the message is the recipient
email accounts. Once downloaded, the recipient applies the steganographic filter to elimi-
nate the covertext and retrieve the ciphertext and key shares. The key shares are combined
with @ to create the decryption key, and the ciphertext is decrypted.

1.2.4. Design Detail

Our key distribution approach is an example of multipath delivery. This method leverages
the distributed nature of Internet services to create and multiplex orthogonal channels in
the form of multiple email accounts. An analogous means of communications, known as
spread spectrum, has been used for more than fifty years. Given some range of radio spec-
trum with x discernible frequencies, messages are transmitted using some pseudorandom
sequence of frequencies known only to sender and receiver. An adversary attempting to
eavesdrop on communications has a probability (1/x)? of overhearing the entire message
over p time periods. As x and p increase, the ability of an attacker to successfully intercept
communications quickly approaches zero. The application of such a technique to the Web
makes interception by an adversary an even more daunting task. While the radio spectrum
arguably has a limited number of frequencies, the number of channels in which data can
be injected into and across the Internet are arguably infinite. We demonstrate the use of
Aquinas with key shares carried across multiple email addresses; however, with little addi-
tional extension, we can store key shares and messages in web log comments, chat rooms,
newsgroups, and a variety of other locations. If we consider each of these particular chan-
nels equivalent to a different frequency in the spread-spectrum analogy, then we see the
vast number of virtual frequencies afforded to us.

*The encryption key cannot be determined unless all of the key shares are known.
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Each of these email accounts used to send the shares should be located at domains operated
by different providers. This method of key delivery is robust to collusion for a number of
reasons. Competition will deter collusion: any information about a user that a provider is
able to garner or derive that is not known to the provider’s competitors generates a com-
petitive advantage. Because providers are competing for revenue from advertisers, having
unique insights into customer profiles will be rewarded by allowing more targeted mar-
keting to those users, making advertising more lucrative and profitable. Hence, providers
desire to keep this information as private as possible, and colluding with other providers
would necessitate providing information on the user. This creates a competitive disincen-
tive for the provider to engage in collusion. Additionally, even if an adversary is to discover
that a message is hidden within an email, they must still recover all n key shares along with
the message in order to decrypt it, making this system robust to the compromise of up to
n — 1 key shares.

The recipient, using the Aquinas client, checks her disparate message and key email ac-
counts for shares. Aquinas downloads all of the messages and then searches through the
headers for a flag identifying the keys for a specific message. Demultiplexing via the @
operation is performed on all n key shares, providing the recipient with key K. The actual
data contained within the email is then uncovered and decrypted using K. The real message
from the sender is then displayed for the recipient.

The communication process is no more difficult from a user’s standpoint than using a tra-
ditional mail program. Specifically, a user must enter the multiple outgoing (SMTP) and
incoming (POP3) email servers that are to be used to deliver messages. With the address
book feature in Aquinas, allowing storage of multiple users per email address, this infor-
mation only needs to be entered once.

1.2.5. Adversarial ISPs

Many users rely on a single service provider to transit their information to the greater
Internet. The consequence, however, is that this ISP has access to all of the information
sent through its network. By implication, this means that all of the messages sent by the
Aquinas user will pass through their home provider who can collect data, even though the
destinations of these messages may be disparate email services providers.

Key management does not help in this case because all n channels are implicitly revealed.
However, the user has recourse through use of the SSL protocol. SSL provides end-to-end
data protection between the user and the email provider, making information unreadable
to an ISP attempting to passively eavesdrop on messages. Aquinas supports the use of
SSL in order to thwart the ISP threat. With SSL, however, there is some information
leakage; the adversary can learn the destination of the packets (but not the destination of
the email) by examining the IP header. Thus, while the content of the messages will be
unknowable, the fact that information is being transferred to an email provider will be
leaked. By observing this information, the ISP could learn all of the providers used and
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instantiate collusion with them. To hide evidence of the destination, the user could make
use of proxies, such as anonymous remailers and other anonymous routing services. %1
Additionally, to lower the probability of an adversary detecting the existence of a channel
formed by the email account, the user can periodically abandon their accounts and set up
new ones for communication.

An alternative solution to the ISP threat exists that does not require the use of SSL be-
tween a user and their email provider. Security can be implemented through chaffing and
winnowing'? with email accounts. By including email accounts not used during the email
communication, the adversarial ISP will have to choose the correct subset of accounts that
correspond to a message. A brute-force approach based on combinatorics rapidly becomes
infeasible for the adversary. For example, if the user transmits a message with 40 shares,
but only 20 of those are used to construct the message, the adversary will be required to
search through the (gg) , or nearly 138 billion, combinations.

1.2.6. Key Negotiation and Management

Bootstrapping communication between users requires a mechanism outside of Aquinas
to be used. Out-of-band key communication through methods such as speaking over the
phone or meeting in person is possible; alternately, a mechanism such as PGP could be
used for the initial setup. While the user would have to be on a trusted machine that has
PGP installed to perform this transaction, once the initial key setup was complete, the user
can then communicate using any terminal with the recipient.

We propose that a directory of users be stored in a publicly accessible repository. Each set
of email addresses associated with a user can be stored within this space. The addresses
can be public because it is their particular combination used for an email transmission that
is the secret. Part of the initial communication between two users can include transmission
of a shared secret between the two parties. This can be very simple, such as the phrase
“secretpassword”’. A permutation sequence can then be calculated by using this secret as
a key. For example, AES-128 has a keyspace of 2!?8 entries. Encoding the secret as a value
(e.g., converting “secretpassword” in its decimal representation) allows us to use it as a key.
If there are 40 email addresses associated with a user, the keyspace can be binned into 40
intervals, and the generated number will fall into one of these bins, generating one of the
email addresses that will comprise the key share. The resulting value is then encrypted with
the key and another interval is selected based on the new output. This process is repeated
until there are 20 unique addresses selected. By negotiating a new secret (for example,
through email communication), a new combination of addresses used as key shares can be
selected. The following matrix illustrates the series of transformations that generates the
values to be binned:

fShared secrets should be picked carefully to avoid dictionary attacks.
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ko = h(“secret password")
ki1 = E(ko, ko)
ko = E(ky,k1)

koo = E(k19,k13)

Note that email is not the only method by which keys and ciphertext may be delivered. The
open functionality inherent to the Internet allows any means of sending data to become a
covert channel for communication. A combination of keys placed in weblog referrer logs,
instant messages, BitTorrent'> and other P2P file sharing systems, streaming audio and
video, newsgroup postings, and any number of disposable or community email accounts
can be used to keep the contents of any message secret. This method of key and content
distribution creates a wired “spread-spectrum” effect, effectively using servers across the
Internet like unique “frequencies”. This technique thereby obfuscates the ability to deter-
mine that communication has occurred at all. Because of the sheer vastness of the web, the
ability to prohibit privacy on this medium is virtually impossible.

1.3. Implementation

Aquinas is principally designed to support a simple and user-friendly interface. In order
to retain the convenience of web-based email, Aquinas is required to be accessible via
the Internet. Ideally, this portability should be machine independent to allow use by the
widest possible community. For these reasons, we developed Aquinas using Java. Our
goals, however, were not merely to allow use on their primary home or work machines
(although this use is encouraged); rather, we wanted to ensure that users could protect their
communications no matter where they were or what machine they were using, such as a
terminal at an Internet cafe*. Accordingly, we have designed Aquinas to run as an applet.
The Aquinas Java applet and source-code are freely available from:
http://siis.cse.psu.edu/aquinas.html

The fully functional applet is linked off this page and was used as a method of communi-
cation by the authors during the writing of this paper.

Mail services are handled through the javax.mail package. The current version of the
software includes support for POP3-based services. While a number of domains offer
IMAP connectivity, many of the major web-based email providers including Gmail do not
currently include such functionality at the time of this writing. We emulate IMAP via the
POP3 TOP command; the message headers are all that is downloaded until a user requests

Note that users must still be cognizant of their surroundings and the machines they use if Aquinas is used in an
untrusted location such as a remote kiosk. We cannot and do not protect against physical attacks such as keystroke
loggers on remote terminals.
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Julius Caesar and Rome jnbox

Starred ¥¥

Sent Mail ketumail@gmail.com

Drafts 0, pardn me, thou bleeding piece of earth

Al Mail That | am meek and gentle with these butchers!
Thou art the ruins of the noblest man

Spany That ever lived in the tide of times.

Trash Woe o the hand that shed this costly blood!

Over thy wounds no do | prophesy,
Which, like dumb mouths, do ope their ruby lips
To beg the voice and utterance of my tongue
Acurse shall light upon the limbs of men;

Edi labeis Domestic fury and fierce civil strife
Shall cumber all the parts of ltaly;
Blood and destruction shall be 5o in use
And dreadiul ebjecls so familiar
That mothers shall but smile when they behold
Their infants quarterd with the hands of war;
All pity choked with custom of fell deeds:
And Caesar's spiril, ranging for revenge,
With Ate by his side come hot from hell
Shall in these confined with a monarch’s vaice

Cry Havoc, and let slip the dogs of war'
Thatthis foul deed shall smell above the eartn
With carrion men, groaning for burial

Fig. 1.2. A screenshot of the content of an email sent from Aquinas to a Gmail account.

the message body itself®.

Because the client must communicate with a number of servers other than the one on which
itis hosted and creates state with the address book feature, we were forced to create Aquinas
as a trusted applet. The disadvantage with this approach is that the Java Virtual Machine’s
sandboxing mechanisms are turned off, giving the applet access to the user’s file system.
We provide source code for our application for inspection and a self-signed applet, allow-
ing a per use exception to sandbox restrictions. Note that the user must either accept the
certificate or turn off sandboxing for the applet to be usable in a browser. Unfortunately,
some browsers do not have this capability and thus a native operating system Java VM may
be necessary.

Aquinas uses the SNOW steganographic tool,? a Java codebase that uses whitespace at the
end of lines to hide data. All steganographic transformations are handled through a generic
API. Hence, additional steganographic tools may be quickly integrated into Aquinas with
little effort. This wrapper class also contains multiple interfaces to accommodate the use
of MIME-type forgery. Both the key and message emails make calls to this tool.

Figure 1.2 shows a screenshot of what the Gmail scanner sees as the content of an email
sent using Aquinas. The plaintext of the message, however, is displayed in Figure 1.3. We
performed extensive tests with emails protected by different steganographic covertexts, to
determine how they would be handled by Gmail and other providers. While Gmail some-
times showed advertisements pertaining to the content of the covertext, none of these ad-
vertisements reflected the keywords or terms found in the plaintext message. This indicates
to us that the real message transmitted stayed private and was protected from profiling.

$The POP3 command for downloading a message’s header, but not its body, is TOP <message#> 0
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{ Read Mail | Compose  Account Setup | —

~Read Mail A
Read Account Get Mail ) Status:Idle

# From Date Subject Vol Meseage
2 ketu.mail@gmail.com Jun 3, 2005 Julius Caesar and Rome
From: ketu.mail@gmail.com
Subject: Julius Caesar and Rome
Date: Fri, 3 Jun 2005 19:05:20 -0400 (EDT)
Key 1 Account
Want to make 20 bucks? Meet me outside in half an
L From Date Subject hour. Bring your camera.
1 ketumail@safe-m... Jun 3, 2005 scene from Shakespeare
2 ketu.mail@hotpop.... Jun 3, 2005 Julius Caesar and Rome

3 kew.mail@hotpop.... Jun 3, 2005 Julius Caesar and Rome

Key 2 Account
# From Date Subject
3 ketu.mail@hotpop.... Jun 3, 2005 scene from Shakespeare
4 ketu.mail@safe-m... Jun 3, 2005 Julius Caesar and Rome | 4

5 ketu.mail@safe-m... Jun 3, 2005 Julius Caesar and Rome v

~Key 3 Account
# From Date Subject
i
v
~Key 4 Account
# From Date Subject
&
v
Key 5 Account
£ From Date Subject

Y Encryption Key: '25d0c1577e713c3a7427ac7b53aa7f9

Fig. 1.3. A screenshot of the recovered plaintext of the email displayed in Figure 1.2.

1.4. Discussion

Aquinas extends the confidential nature of email by allowing message contents to remain
secret until being read by the intended recipients thereby redefining the endpoint of web-
based email as the user. Its portability, imperceptibility and forward-security through
unique session keys make the use of Aquinas more attractive than many more traditional
schemes. We therefore consider several issues of the secure use and implementation of
Aquinas in the following subsections.

1.4.1. Preserving Privacy

Although the mechanisms discussed in this paper can provide security against profile gen-
eration and data mining, users of these solutions must still be cognizant of other privacy
issues. Specifically, in spite of the use of encryption and steganography, it is still possible
for information leakage to occur. The selection of cover text, for example, provides data
that can be scanned and associated with a user. If a user were to select text from a website
with radical political statements or adult material, that information may still be affiliated
with the user in spite of there being no actual relationship between the two parties in the
real world. To mitigate this threat, we suggest using neutral text, such as the “Terms of Ser-
vice” or “Frequently Asked Questions” pages available at the websites hosting the email.
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By doing this, a user exposes only the fact that they use a service (which is already known
to the service provider).

The sender should also be aware of the paths that key shares take. For example, if all data
were to cross a particular domain either during the sending or receiving process, all of the
data necessary to create the keys for decryption would be readily available. It is there-
fore critical that users take advantage of as many unique channels as possible to provide
maximum security.

Users should take additional precautions when deciding upon names for email accounts.
While identically named accounts at a number of major free email providers would be easy
for people to remember, they also increase the ease with which collusion between providers
can occur. The tradeoff between ease and security must be carefully considered by each
user. Much of this tradeoff can be mitigated by using the address book feature provided
in Aquinas. As a standard security practice, the use of unique passwords across accounts
in also highly recommended. In addition to providing robustness to a single compromise,
the use of unique passwords also prevents one service provider from logging in to a user’s
account at another provider (i.e., unapproved collusion'#). Simple methods to increase the
security of password re-use include browser extensions such as those presented by Ross et
al.!3

The number of accounts used to achieve privacy can be set by the user and should be based
upon their perceived threats. For example, someone simply wanting to avoid being profiled
by free web-based email providers and advertisers may decide to rely upon two accounts.
Because it is extremely unlikely that competing forces including Hotmail and Gmail will
willingly share trade secrets (for economic and potentially anti-trust reasons), the effort
required to protect the average account using Aquinas is minimal. If the consequence of
content compromise is more dangerous, the number of accounts used should be increased.
While the Chinese government was able to put pressure on Yahoo! Mail to turn over in-
formation on suspected members of the political opposition, the ability of a government
to achieve the same if Aquinas is used is minimized. Because it is unlikely that every
provider will be compliant with foreign governments, communications can be protected
from this sort of interception. One way to realistically implement a significant increase in
the number of accounts would be for users to aggregate and share accounts within larger
communities. In a design similar to the Crowds, ' users could receive and forward mail on
behalf of other users within their community while maintaining plausible deniability of the
communication details.

Techniques leveraging the temporal spacing of messages can also help to protect against
traffic analysis attacks. As mentioned in Section 1.2.5, a user can include chaffing and
winnowing techniques to increase their security. For example, slowly sending shares over
the course of an hour forces an adversary to consider all egress traffic during that period. A
small alteration to the current version of Aquinas would allow it to continuously emit low
volumes of traffic to randomly chosen websites and accounts. Shares included within this
stream would be significantly more difficult to detect.
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Due to the nearly infinite number of ways in which data can be injected into the Internet,
the probability of an adversary selecting all of the correct repositories is incalculably small.
Even in the unlikely event of an adversary having perfect knowledge of the accounts used
for communication, a user can still be protected. Assuming that 40 messages are again
used, but that the number of keys used is decided out of band (perhaps as part of account
selection as in Section 1.2.6), an adversary is would be required to try up to 2" — 1, or nearly
1.1 trillion, combinations of messages. The action of selecting accounts therefore becomes
equivalent to encryption by an additional, unrelated key. If the accounts are unknown, the
size of this key is arguably infinite. In the worst case, the key size of the secondary in this
example is 40-bits. Users uncomfortable with such a key length can increase robustness by
changing the algorithm used to generate the encryption key from the key shares. If the &
operation is replaced by an order-dependent technique (such as alternating multiplication
and division of key shares according to the account selection scheme in Section 1.2.6), the
adversary will instead have to try Y';_, ,Px permutations, as between 1 and n shares in the
correct order could be required to reassemble the key. This operation has time complexity
O(n!). With 40 messages, more than 1.6 x 10*® permutations would be required to uncover
the key. As this is much larger than the number of brute-force attempts to recover a 128-bit
key, a user is sufficiently protected against even the strongest adversaries.

1.4.2. Resiliency

While offering robustness to the collusion of multiple service providers, the multipath key
and message delivery mechanism described in this paper is not without its own limitations.
For example, if an email service provider were to determine that a message contained a
key, simply deleting the message would prevent the intended recipient from decrypting
and reading their mail. A message mistakenly classified as spam would have similarly
deleterious effects, as the user would have difficulty differentiating real messages amongst
the torrent of spam messages most email users receive.

Shamir’s threshold secret sharing'” could be used to make Aquinas robust against share
loss. This technique works by creating the key K from the combination of n key shares. K
can be reconstructed as long as k key shares (where n = 2k — 1) are in the possession of the
recipient. The advantage to this scheme is that it allows for k — 1 key shares to be lost (or
delivered late) without affecting the ability of the recipient to decrypt and read their email.
If spam filtering were to become an issue, this scheme would be more robust, as it would
allow the intended recipient to still read their encrypted messages without all n keys. While
this approach is secure to the compromise of up to k — 1 key shares, if k < n, messages can
be decrypted with fewer keys than in the currently implemented scheme.

Robustness based upon the perceived threat of an adversary could also be incorporated as
a keying mechanism. For example, a user may decide that the overhead of increasing the
number of email accounts is greater than the protection offered from a keying scheme based
on threshold secret sharing. One simple extension to the multipath mechanism is to increase
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the number of accounts to which copies of key shares are sent. A user could opt to send
the same key share to multiple accounts. In so doing, fewer cooperating adversaries would
be necessary to reconstruct keys. A more elegant solution would be to use a mechanism
based on error correcting codes (ECC). By attaching tags containing a few extra bytes to
the end of each key, it becomes possible to reconstruct K with only a subset of all n key
shares. The size of this subset (and the attached ECC) needed to recreate K can be adjusted
to suit the specific expected adversary. The threshold secret sharing, multi-share delivery
and error correcting code alternatives are all under consideration for future versions of this
software.

1.5. Related Work

Privacy on the Internet is not guaranteed for users in general, and can be ambiguously
defined even where it exists.!® Often, users believe that they have online privacy but re-
ally have no guarantees to that effect.!® To mitigate these shortcomings, many privacy-
preserving tools have been created and deployed, protecting numerous aspects of a user’s
online activities.

Methods of securing non-web-based email have been extensively studied. Solutions such
as Privacy Enhanced Mail (PEM)?? and its successor, Secure MIME (S/MIME),?! pro-
vide confidentiality, integrity, and non-repudiation for email messages. With PEM, this is
accomplished through the construction of a full certificate hierarchy within a public key
infrastructure (PKI); this has proven to be unwieldy in practice. For S/MIME, crypto-
graphically transformed messages are sent as attachments within email, with key valida-
tion performed through a PKI. Pretty Good Privacy (PGP)’ is another system for providing
confidentiality and integrity of email that does not rely on the use of a PKI. A user forms
a web of trust by trusting certain entities she communicates with, which in turn has other
trusted relationships. The transitive certification paths of trust among these relationships
are used to authenticate the source of email. Confidentiality can be provided by the mailer
itself, with tools such as ssmail, a patch for the sendmail*> mail transfer agent.

The Off-the-record Email (OTR) system?>? works at the user level, with dynamic key man-
agement performed between the two parties using it. Additionally, OTR provides non-
recoverability of email messages once they have been deleted, even if the private keys used
to generate the cryptographic operations have been revealed. However, while forward se-
crecy is assured, plausible deniability is not: an agent monitoring traffic will observe that
encrypted information is being transmitted to the recipient.

While privacy within web-based email services has been largely absent, one solution is
offered by SAFe-mail.net.?* This system supplies confidentiality and integrity through
the use of a PKI that is run by SAFe-mail themselves. Because the service handles both
certificates and user email, however, it has access to all of a user’s information, allowing
them to arbitrarily link and use this data.
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Secure publication of data is another area where privacy can be crucial, in order to pro-
tect the authors of controversial documents from reprisal. The ability to publish with-
out the fear of retribution has been tremendously important to citizens throughout history.
The Federalist papers in the United States brought forth the ideals that ultimately became
enshrined in the Constitution, but many of the authors published anonymously to avoid
reprisal. More recently, the former Soviet-bloc countries witnessed the rise of samizdat,
the process of anonymously publishing and distributing information banned by the govern-
ment.?> Publius?® is a tool that facilitates secure publishing on the Internet, using threshold
keying (discussed further in Section 1.4) to preserve anonymity. Other systems, includ-
ing Free Haven,?’ provide anonymous storage and retrieval. Free Haven uses a secure
network of devices within a community of servers to manage shares while maintaining
anonymity. Documents are broken into shares in a manner similar to Publius, but shares
keep track of server reliability, where less trust is afforded to servers that drop shares. In this
way, Free Haven offers the censorship-resistant qualities of Publius while also providing
greater server accountability. Similarly, Freenet,?® a distributed system for storage, pro-
vides anonymous content storage and dynamic growth of the network through the addition
of new nodes.

Many of these tools have been useful in keeping communications private and secure; in
particular, PGP has been extensively used by human rights organizations around the world.
However, in virtually all cases, the fact that communication has taken place can be di-
vined through the presence of encrypted data, or information has been transferred through
private services. To this point, there have not been any solutions that allow for encrypted
and steganographically concealed communications that transmit information solely through
public channels and publicly available services.

1.6. Conclusion

This work has introduced Aquinas, an open source tool for preserving the privacy of user
communication carried by web-email services. Each message is initially encrypted with a
random symmetric key. The resulting ciphertext and key are both divided into shares. Each
share is hidden in randomly chosen cover-text using steganography and sent through an
independent web email account. Clients reconstitute the ciphertext and keys from shares
received via the appropriate accounts. The result is decrypted to obtain the original mes-
sage. We use email accounts in an analogous manner to the multiple channels employed
in spread-spectrum communications. More generally, we show that the retention of one’s
privacy is possible regardless of the policies imposed by the providers of these web-based
services.

Future extensions to this work will incorporate a variety of new image and linguistic
steganography techniques, allowing users to more fully obfuscate their communications.
Additionally, we will implement features that support the distribution of ciphertext shares
across multiple accounts, and will continue to improve the usability of our interface as
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directed by user input. Such an approach also begs extension to the panoply of channels
available throughout the Internet. Our future work will not only explore these diverse
channels, but also develop a formal framework for reasoning about the security provided
by them.

Acknowledgements: We gratefully acknowledge Simon Byers and Dave Kormann for
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Appendix

Interface of Aquinas

The Aquinas GUI is written using the javax.swing libraries and is separated into three
different panels. The first panel, shown in Figure 1.4, allows a user to view their email. The
left-hand side of the panel contains the message and key email accounts that display the
downloaded headers of awaiting messages. When a user clicks on a message, its contents
are displayed in the frame on the right-hand side of the panel. As the user clicks on the key
shares associated with a given message, the decoded contents of that message are displayed
on the screen. Should the integrity of the message be altered while in transit, the content
frame displays a message warning the user of the change.

The second panel, shown in Figure 1.5, provides users space to compose new emails. The
fields in the upper-left portion of the panel the “To (Data):” field (where the email contain-
ing the hidden content is sent), the “To (Keys):” field (which specifies the comma-separated
accounts to which key shares will be sent) and a “Subject” field. The preferred methods of
steganography are currently selectable through the radio buttons in the upper-right corner of
the panel. The real message to be delivered to the sender is composed in the large window
on the left-hand side of the panel. The cover text used to hide the content, is entered into
the pane on the right. It should be noted that because SNOW? hides text within whitespace
at the end of a message, no actual cover text is needed in the current version of Aquinas,
i.e., the message will consist of nothing but whitespace. For the purpose of maintaining
plausible deniability, however, including viable cover text in this window is still suggested.
The selection of specific cover text is discussed in Section 1.4.

The third and final panel, shown in Figure 1.6, provides an interface for a user to enter the
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Read Mail | Compose _Account Setup

Read Mail Account
GetMail ) Status: Idle
= S, Your Message

Key 1 Account
Key 2 Account

s From Dxte Subject
Key 3 Account

Key 4 Account

Key 5 Account

rom Dxte Subject

Encryption Key

Fig. 1.4. A screenshot of the Aquinas client’s window for reading email. The left-hand side of the panel displays
the headers of waiting messages.

Read Mail | Compose | AccountSetwp b

o (Datal: ketu.mail@gmail.com [‘Stego Mime Type
- O text/plain
To (Key):  hotpop.com, ketu mail@safe-mail.net O sppicebaniplt
Subject:  |ulius Caesar znc Rome | C application/msnord
over
‘Want to make 20 bucks? Meet me outside in half an 0, pardon me, thou bleeding piece of earth,
hour. Bring your camera. That | am meek and gentle with thase butchers!

Thou ar the ruins of the noblest man
That aver lived in the tide of times.

Wee tc the hand that shed this costly bload!
Over thy waurcs no do | prophesy,

hich, like dumb mouths, do ope their ruby lips
T2 beg the voice anc utterance of my tongue

A cursz shall light upon the limbs of men;
Domestic fury and fierce civil stife

Shall cumber all the parts of laly

Blccd and destruction shall be sc in use

nd dreadful objects 5o familiar

That mathers shall but smile wher they behold
Thair infants quarter'd with the hands of war,
Al pity choked with custom of ell deeds

And Caesar's <pirt, ranging for reverge,

With Ate by his side come hot frc hell,

shall in these confinad with a monarch's voice
Cry Havoc,'and let <lip the dogs of war'

Encryot and Send

Fig. 1.5. A screenshot of the Aquinas client’s window for composing new messages.

accounts through which email is delivered. In order to simplify this process, drop-down
menus with account options including preset POP3 capable, web-based service (and their
requisite information) are included. The actual process of registering for the accounts at
multiple providers is left to the user; however, in order to facilitate this process, we list
a number of these services with which free POP3 email access is provided!. Aquinas
supports both SSL and unencrypted connections to accounts. Additionally, Aquinas also
allows users to save these settings and addresses into a password-encrypted cookiell. In
so doing, only an initial setup is required and future use is not encumbered by having to
remember multiple passwords.

IThese services include, but are by no means limited to Gmail (www.gmail.com), Hotmail (www.hotmail.com),
HotPOP (www.hotpop. com), SAFe-mail (www.safe-mail.net)
IThis cookie can be stored on any web server and be pointed to so as to allow remote users the same ease of use.

mono
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Fig. 1.6. A screenshot of the Aquinas client’s window for account setup information.

The current implementation allows for up to five key accounts (and therefore five key
shares) to be used to provide message confidentiality and integrity. As is discussed in
detail in Section 1.4, there are security advantages to using additional accounts. Should
the desire for a greater number of key accounts exist, simply modifying the MAX KEYS con-
stant and re-compiling the code automatically recreates the Aquinas GUI with the desired
number of key accounts.

We conducted experiments to better understand the scanning mechanisms associated with
each web-based email provider. Seeding messages with commercial keywords revealed
that content within the “Subject” and “Body” fields of the email is harvested for creating
targeted advertisements. Data in other fields including “To”, “From” and miscellaneous X-
Headers was not included in the scanning process. It was also discovered that the contents
of attachments, regardless of the name of those attachments were not examined. Forged
MIME types were similarly ignored. Plaintext messages hidden using the mechanisms in
Aquinas were also tested against spam filtration. After extensive testing, all messages were
delivered to the recipient address without being flagged.

At the time of writing, the mechanisms included with Aquinas are more than sufficient to
preserve the privacy of both sender and receiver.



