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Abstract
Recent advances in programmable optics have shown great promise
in providing runtime control over a network’s topological behav-
ior to achieve spatial adaptability (e.g., dynamically provision new
wavelengths). At the same time, the emergence of programmable
data plane technologies has revolutionized how a network’s forward-
ing behavior can be controlled at runtime to accomplish temporal
flexibility (e.g., "on-the-fly" traffic aggregation). Unfortunately, a
lingering chasm between optical systems and digital packet systems
researchers prevents modern-day network applications to simultane-
ously benefit from both of these exciting developments. To overcome
this divide, we propose in this paper ShapeShifter, a novel and prin-
cipled approach towards integrating programmability in both packet
and optical layers and jointly realizing spatial adaptability and tem-
poral flexibility in practice. To provide the necessary technological
foundation for this integration, ShapeShifter relies on recent progress
in runtime programmability in both communities.
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1 Introduction
The low-latency, high-bandwidth demands of emergent AI applica-
tions lead to a new and important class of management and security
tasks in cloud provider wide-area networks (WANs) that require fine-
grained runtime control of both how packets are forwarded through
a network and the spatial configuration of the network’s underlying
optical topology. For example, streaming VBR video to and from
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edge devices with minimal round-trip latency (e.g., to enable real-
time video interaction with AI-based avatars) requires careful control
over forwarding (e.g., to minimize latency) and topology (e.g., to
adjust available bandwidth based on shifting user patterns). On the
one hand, rapid advances in programmable data plane technologies
(e.g., switches), coupled with software-defined networking (SDN)
and network function virtualization (NFV), have enabled ever more
runtime control over a network’s forwarding behavior to provide the
desired temporal flexibility. On the other hand, recent progress in
the area of programmable optics has provided new opportunities to
exert greater runtime control over a network’s topological behavior
to achieve higher degrees of spatial adaptability.

Unfortunately, these exciting developments notwithstanding,
achieving the necessary temporal flexibility and spatial adaptability
at the same time in today’s AI network infrastructures is currently
largely infeasible [44]. For one, there has been a long-standing rift
between the digital packet systems researchers and their optical sys-
tems counterparts [25]. This so called packet-optical chasm [34] is
no accident as the Internet’s success is, to a large degree, enabled by
independent and logically separated abstract layers. Here, the optical
systems researchers focus almost exclusively on the optical network
layer and argue that because of theoretical efforts and optimization
techniques for a programmable optical layer [21, 39, 58, 63], spatial
adaptability is feasible in practice. At the same time, the digital
packet systems community is mainly concerned with the higher
layers of the network stack, assumes a largely static optical layer
that allows for little to no programmability due to pragmatic issues
such as reconfiguration delays caused by amplifiers [33], and lever-
ages innovations such as programmable switches, SDN, and NFV to
enable the intelligence and agility to support the desired temporal
flexibility.

Besides this existing division, there are also technical reasons that
have prevented the simultaneous realization of temporal flexibility
and spatial adaptability to date. For example, existing efforts to
jointly achieve both properties focus on a narrow class of tasks
(e.g., traffic engineering [40, 69, 87]). Even for this narrow class,
the main concerns are the optimization problems that stem from
the joint consideration of the two layers (e.g., traffic forwarding
and wavelength assignment is NP-Complete [85]). Finally, a lack of
large-scale testbeds with programmable optics and switches is an
additional practical deterrent. As a result, state-of-the-art solutions
are mutually exclusive, catering to temporal flexibility and spatial
adaptability individually but not simultaneously. An outward sign of
this mutual exclusivity is a general lack of datasets that provide both
IP packet-level information (i.e., traffic matrices) and optical layer
information (i.e., physical topologies) for real-world production
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networks. Until recently (e.g., [13, 29]), such datasets were typically
proprietary in nature.

To overcome these existing roadblocks, we propose a unified
approach that we call ShapeShifter to seamlessly integrate the pro-
grammability in both the data plane and optical plane, thereby
bridging the existing packet-optical chasm. The key novelty of
ShapeShifter (compared to prior efforts, e.g., [44]) is the goal of
coordinating runtime control across the packet-optical chasm to
achieve temporal flexibility and spatial adaptability at the same time.
ShapeShifter leverages recent momentum in runtime programma-
bility in both the data and optical planes (§ 4) to enable flexible
network fabric for future AI applications to experience the best of
both worlds. Through illustrative scenarios (§ 3.2), we qualitatively
demonstrate the rigidity inherent in packet-only and optics-only
solutions, highlighting the limitations they impose on the class of
tasks we aim to support. Additionally, our empirical experiments
(in § 3.3) provide quantitative evidence showcasing the tangible
benefits achieved through the jointly optimized packet and optical
layers. We detail the key technology developments in § 4 and the
challenges and building blocks of ShapeShifter in § 5. We outline
how the community can help in realizing ShapeShifter in § 6.

2 Background and Preliminaries
An ever-evolving cyberattack landscape and growing performance
demands (see § 3.1) are driving a paradigm shift in how networks
for AI computing—e.g., cloud provider WANs—are configured and
managed. In response to this paradigm shift, we have witnessed two
key developments.

(i) Programmable data planes (PDPs), composed of pro-
grammable switches [5, 10, 19] coupled with innovations in SDN
and NFV, have recently emerged as a powerful endpoint technology
to address several networking problems [32, 46, 54, 55, 75, 81].
Their key advantage is the ability to inspect every packet at line
rate and perform a flexible (though still limited) set of computations
per packet—henceforth known as temporal flexibility. The results
of these computations can be aggregated and exported to a control
plane for traffic monitoring [32, 55] or used to make intelligent per-
packet forwarding decisions (e.g., select output port, drop packet,
etc.), influencing network’s traffic forwarding behavior.

(ii) Optical topology programming (OTP) enables runtime adap-
tations to the physical topology of a network [24, 59, 60]. OTP
involves a set of programmable operations applied to optical re-
sources (e.g., fiber-optic links, transponders, ROADMs, etc.). These
operations include (1) adding new wavelengths between two nodes,
increasing bandwidth between them; (2) deactivating wavelengths,
reducing the bandwidth between the nodes; and (3) reallocating
as well as moving bandwidth from one link to another. With these
operations, OTP has the potential to revolutionize WAN network
operations by providing unparalleled reconfigurability to achieve
spatial adaptability: dynamically adapt topology to changing traffic
demands by opportunistically programming (i.e., adding, remov-
ing, or reallocating) wavelengths. Spatial adaptability influences a
network’s topological behavior.

3 Application pull
Networks for AI computing increasingly demand high degrees of
flexibility from the underlying infrastructure. For example, see the
usecases listed in § 1 of [22]. We posit that a jointly optimized
optical-packet architecture can give networks more power to serve
these demand better (§ 4) and that the only thing in the way of access-
ing this power is a prevailing entrenched view that assumes temporal
flexibility and spatial adaptability are two mutually exclusive proper-
ties. To illustrate, we consider the following two instances in detail,
though our work is applicable to the wider range of applications
considered in prior efforts [22, 79, 80, 84].

3.1 Representative Applications
Next-generation Traffic Management. Large-scale adoption of
generative AI models [78] and their growing integration into a myr-
iad of widely-used services (e.g., web search, video streaming, ex-
tended reality) significantly accelerates the traffic demand on cloud
WANs supporting AI compute. For example, streaming real-time,
AI-generated, high-fidelity 3D content requires orders of magnitude
higher bandwidth—far beyond what the current networks can han-
dle [20]. This trend is well documented in the SDN [11, 14, 38, 77],
PDP [62, 83] and OTP [48, 51, 70, 76] communities, and of impor-
tance to cloud/content providers, enterprises, and ISPs alike.

Effectively dealing with tomorrow’s traffic entails carefully iden-
tifying different traffic classes based on observed traffic features
(e.g., video flows vs. interactive web application flows) and treat-
ing each traffic class according to its distinctive semantic demands
(e.g., consistent throughput for video, low latency for web appli-
cations). A wide range of work leverages temporal flexibility of
existing packet-processing systems to maximize performance on a
given static network topology (e.g., in SDN [17, 45] and using pro-
grammable switch hardware [15, 31, 42, 43, 52, 61, 66]). However,
talk about the fast approaching death of "Moore’s law for network-
ing" [27, 50, 65] (which puts a finite upper-bound on the amount of
data that can be transmitted over a single span of optical fiber [28]),
coupled with observed trends of ever-increasing traffic demands
implies that ultimately traffic management solutions will require
spacial adaptability to dynamically and intelligently increase link
bandwidths in response to large yet sudden changes in the encoun-
tered traffic (e.g., flash crowds). While there have been responses
to this issue (see § 4) in the form of proprietary testbeds and lab-
based experiments on OTP, they have yet to be deployed in actual
production networks in tandem with PDP technologies. By jointly
considering OTP and PDP, network operators would be able to accu-
rately identify various traffic classes within the network using PDP,
while ensuring performance guarantees for each identified traffic
class using OTP (e.g., by segregating/optimizing their respective
transmission paths).

Programmable network defenses. Today, a sophisticated at-
tacker can use LLMs to help design and execute increasingly sophis-
ticated multi-stage network intrusions [67] against cloud provider
WANs. For example, an adversary could target vulnerable links and
endpoints with dynamic and massive volumetric DDoS attacks [56]
or leverage infected VMs to maliciously compromise distributed
learning algorithms [16, 47].
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Irrespective of their precise nature, these attacks typically unfold
in discrete phases (e.g., “kill chain" [37, 64]). First, there is recon-
naissance with active network measurement tests to infer topology
information and/or vulnerable algorithms and implementations. This
is followed by small-scale trial attacks to validate and optimize the
discovered weaknesses. Finally, the attack is tuned to the network or
application of interest and executed at full force leading to disruption
of service and/or interference with learning outcomes [41, 72].

Combining OTP and PDP promises to address core limitations
of current approaches to defending against such sophisticated multi-
stage intrusions targeting networks for AI compute. Current works
explore defenses against multi-stage attacks using spatial adaptabil-
ity [35, 60] or temporal flexibility [46, 81, 86] in isolation. However,
combining OTP and PDP enables defenses that (i) accurately dis-
tinguish attack packets from benign packets using PDP, and (ii) use
OTP to ensure that any thus-identified attack traffic is physically
isolated from benign traffic by routing them through separate wave-
lengths. For example, if an adversary launches a dynamic volumetric
DDoS attack against an AI compute datacenter, bandwidth demand
from the attack will affect different network links to varying degrees
depending on the attack target links, and changing attacks vectors
will stress the attack detection at endpoints. In response, PDP could
quickly and accuracy identify attack traffic in the network while
OTP dynamically allocates capacity to prevent attack traffic from
disrupting critical links used by benign traffic.

3.2 An Illustrative Example
The above-mentioned motivating application classes exhibit two
general properties: (i) they consider multiple traffic classes and seek
to enforce radically different forwarding policies for each class, and
(ii) they are limited by particular topological structures as traffic in
each class shifts.

To concretely illustrate these properties, we consider a simple
dumbbell network shown in Figure 1 and the following traffic sce-
nario. Suppose that originally the network has been configured
(e.g., to meet some initial traffic demand) as shown by the dashed
lines in Figure 1a where each line represents an optical link with 1
Gbps capacity. Now suppose the network faces the traffic demands
also shown in Figure 1a with distinct high-priority (light green) and
low-priority (dark blue) traffic. In particular, from A to C we need to
forward 1 Gbps of high-priority traffic and 2 Gbps of low-priority
traffic while from B to D we need to forward 2 Gbps of high-priority
traffic and 2 Gbps of low-priority traffic. For example, the high-
priority traffic could represent benign traffic while the low-priority
traffic represents packets flagged by PDP as potentially being part of
a DDoS attack. Alternatively, high-priority traffic could be user web
traffic while low-priority traffic could associated with backup and
synchronization tasks. The goal is to forward all high-priority traffic
with zero loss, dropping or limiting low priority traffic as needed.

Limits of PDP-only Approaches. Programmable switches are
fundamentally limited in their ability to control a network’s topo-
logical behavior; that is, PDP has the intelligence required to al-
ter a network’s traffic forwarding behavior only. Though PDP can
select among a switch’s set of candidate output ports, each port
must already have a link provisioned and active. Also, PDP can
encapsulate and decapsulate (by modifying headers), but the tunnels

(e.g., VLANs, VXLANs) must already be provisioned in all other
relevant network devices. In short, although several proposals lever-
age programmable switches [46, 80, 81, 86], they are fundamentally
constrained by the limited set of actions that could be applied on a
per-packet basis e.g., in switch hardware.

Figure 1b considers the case where PDP is used to classify high-
and low-priority traffic and make different forwarding decisions for
each class. In particular, nodes A and B can drop all low-priority
traffic to reserve as much bandwidth as possible for high-priority
traffic on the bottleneck link (E to F). However, even in this case, a
total of 3 Gbps must be forwarded between E and F leading to loss
of high-priority traffic since the available capacity is only 2 Gbps.

(b) PDP only
B

E F

A C

D
drop

drop

(a) New Demand
B

E F

A C

D

�G high prio

�G low prio

�G high prio

�G low prio

(c) OTP only
B

E F

A C

D
(d) PDP + OTP

B

E F

A C

D
limit to �.�

limit to �.�

transceivers
optical links

Figure 1: Example of meeting new demand for two different
priorities of traffic (shown by green and blue arrows). Both
PDP and OTP are required to ensure no high-priority traffic is
dropped.

Limits of OTP-only Approaches. Programmable optics are fun-
damentally limited in their ability to control a network’s traffic
forwarding behavior; that is, OTP has the ability to alter a network’s
topology behavior only. Though OTP can select among a set of can-
didate links and capacities to activate, it cannot of its own perform
fine-grained forwarding decisions to manage how specific traffic
utilizes the updated capacities [59].

Figure 1c considers the case where OTP is used to change the
optical topology between nodes, but nodes are not able to separate
high and low priority traffic. In particular, the same transceivers can
be used to form a new link directly between A and C as well as an
additional link between E and F. However, even then high-priority
traffic is dropped since the demand on the new link from A to C is
3 Gbps whereas the available capacity is only 1 Gbps. (A similar
situation occurs for the traffic between B and D.)

Potential of PDP+OTP. The joint consideration of the two ap-
proaches opens up a new dimension to boost the agility of appli-
cations: programmatically control both forwarding and topological
behavior of the network. To illustrate, Figure 1d considers the po-
tential of a unified PDP + OTP approach where PDPs at each node
are able to classify traffic priorities and OTP is able to modify the
optical-layer topology between nodes. In this case all high-priority
traffic is forwarded without any loss by classifying traffic at node A
and sending only high-priority traffic over the new link to C. More-
over by applying rate limiting to low-priority traffic at both A and
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B, the link between E and F has sufficient capcity to forward all
high-priority traffic on the path from B to D.

3.3 Empirical Examples
To substantiate the benefits empirically, we run packet-level simu-
lations1 based on two concrete examples from the example multi-
commodity flow (MCF)-based TE and DDoS mitigation applications
introduced in § 3.1.

Dataset. We use the DARPA SEARCHLIGHT data set [13],
which consists of two topologies, namely heavy dumbbell with ten
clients and three servers separated by three intermediate hops, and
tired topology with five servers connected to twelve clients via a
tree-like structure. (We observe qualitatively similar results for both
topologies and hence only show results for the heavy dumbbell topol-
ogy due to space limitations.) The data set also includes realistic
emulated traffic for several traffic classes atop the two topologies,
including interactive sessions (e.g., cloud-based collaborative docu-
ment editing and video/voice teleconferencing) and non-interactive
video streaming sessions.

Methodology. To model the performance of PDP and OTP for
MCF-based TE, we selected one class of traffic and considered
it high-priority and the other classes low-priority. To model the
performance of PDP and OTP for DDoS, we aggregated all traffic
classes into one group and introduce a new class of malicious DDoS
attack traffic. In this scenario, the benign traffic is high-priority and
the attack traffic is not.

Approaches compared. We compared six different approaches
to both applications as follows: (i) a baseline multi-commodity flow
(MCF) algorithm; (ii) a PDP-only approach that clears all high-
priority traffic before sending other traffic; (iii-iv) OTP-low and
OTP-high approaches that use OTP to create shortcut links around
bottlenecks while assuming two and four available unused transpon-
ders respectively at core nodes for activating new bandwidths; and (v-
vi) PDP + OTP-high and PDP + OTP-low approaches that combine
packet-level forwarding policies with the OTP flexibility enabled by
the OTP-low and OTP-high approaches respectively.

(a) Traffic engineering (b) DDoS mitigation

Figure 2: Comparison of throughput achieved by PDP, OTP,
and PDP+OTP on two topologies (from [13]) as the total traffic
volume (demand factor) increases.

Takeaways. Figure 2 shows the throughput performance for both
applications as we increase the scale of traffic demand (i.e., the
demand factor) relative to the dataset’s original traffic linearly for
all traffic classes in the heavy dumbbell topology. On the one hand,
for both applications, the baseline MCF experiences throughput
1We thank authors of [60] for sharing their simulation framework.

degradation at low demand factors (e.g., 2×) indicating it is unable
to scale to higher TE performance requirements or larger volumet-
ric DDoS attack volumes without trading off reduced throughput.
On the other hand, our proposed PDP + OTP approaches retain
near-perfect throughput up to higher demand factors indicating they
enable TE to scale to higher traffic volumes and can effectively mit-
igate larger volumetric DDoS attacks. In particular, the combined
benefit of PDP+OTP in satisfying increased demand with no through-
put degradation was up to 7.4× for the TE application and up to
7.62× for the DDoS mitigation application. Overall, these benefits
of OTP+PDP hold for all topologies and applications in general, and
clearly demonstrate how a unified PDP+OTP approach can scale
TE’s throughput as well as minimize the impact of DDoS attacks
(on benign traffic) in particular.

4 Technology push
Our optimism to achieve joint programmability of optical and data
planes to simultaneously achieve the envisioned temporal flexibiltiy
and spatial adaptability is motivated by recent trends in runtime
programmability.

Trends in Programmable Optics. First is the innovation in sili-
con photonics-based NICs and switches [53]. Unlike the traditional
electrical technologies, the silicon photonics technology is poised
to use less energy and can transmit data at faster rates. At the same
time, the fear of silicon reaching its potential limit due to the end of
Moore’s law is also rising. Consequently, several hardware experts
believe that one of the possible ways forward is to build domain-
specific runtime architectures. In light of this, we posit that cus-
tomized runtime optical hardware will be on the rise. This is evident
from recent efforts such as Lightelligence [6], Optalysys [9], and
Ayar Labs [1] that seek to design optical systems for targeted appli-
cations (e.g., AI/ML). Moreover, industry trends also indicate arise
of optics for network management [23].

Second, the paradigm of resource disaggregation is also on the rise
due to benefits such as efficient scaling and rapid deployment [74].
As a result, the key onus to ensure the success of such efforts is on
the networking community, in general, and physical layer/optical
community, in particular. In response, several operators in the optical
community started the Open and Disaggregated Transport Network
(ODTN) effort [8], paving the way for Disaggregated Optical Net-
works.

Finally, exposing the optics to the higher layers has also been
shown to aid operators in preventing link failures [69], combat-
ing DDoS [60], and designing better traffic engineering tech-
niques [29, 59, 68, 87]. In addition, leveraging free-space optics
in datacenters has been shown to reduce latency for intra-datacenter
transfers [30]. Efforts have also looked into the traffic locality and
structure of bandwidth-hungry machine learning and Big Data appli-
cations. In their attempt to making workloads and communication
predictable, these efforts have resulted in recent innovations in run-
time programmable optics [78, 82].

Trends in Programmable Dataplanes. Driven by the increas-
ing performance requirements of today’s applications, a height-
ened security impact of networked applications, as well as rapid
increases in scale and complexity of network infrastructures and
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traffic, a rich body of prior work seeks to increase temporal flexibil-
ity of packet forwarding. The first efforts known now as software-
defined networking (SDN) [12, 26, 49, 57] enabled flexible reac-
tions to the arrival of new flows (e.g., installing custom forwarding
rules). Recently, advances in packet-processing technologies like
programmable switches [5, 10, 19] along with general purpose in-
terfaces for packet-level programming of heterogeneous data plane
components (e.g., switches, virtual switches, NICs) [2, 7, 18, 71]
have enabled fine-grained temporal flexibility in the data plane. For
example, DRILL [31] makes per-packet load balancing decisions.

Recently, fungible data paths [79, 80] and other runtime pro-
grammable efforts [22] seek to further expand temporal flexibility
of packet processing by enabling data plane programs to be changed
incrementally and arbitrarily at runtime. This leads to a notion of
“full-stack” programmability [73, 77] where the once fixed-function
layers of control and data plane both become temporally flexible
under a unified interface within the still fixed confines of the lower
(e.g., optical) layer.

Our position is that by extending the programmability in a ver-
tical manner to encompass the optical layer, the agility of network
infrastructures to support a wide-variety of emerging applications
could be magnified further, especially when spatial adaptability is
taken into account.

5 ShapeShifter: A Unified Programmable Network
Core

Building on these trends in programmable optics and switches, we
propose ShapeShifter—a unified approach to integrating programma-
bility in both packet and optical layers and simultaneously realizing
spatial adaptability and temporal flexibility. We start with an out-
line of the fundamental components of ShapeShifter, as depicted in
Figure 3. Next, we focus on the practical hurdles associated with
implementing these components and suggest possible solutions, leav-
ing the implementation and evaluation of ShapeShifter for future
work.

Programmable 
Optics

Programmable 
Switches

Data Plane Broker + 
Service Optimization

T-API
OpenConfig

ONOS 
P4Runtime

Network 
Applications
e.g., DDoS 
Defense, TE, etc. 

Switching and 
Optical Layer 
Abstractions 

Network 
Operator

Figure 3: Building blocks of ShapeShifter.

5.1 Packet-optical data plane coordination
The first challenge is the absence of coordination mechanisms at
the data plane level to seamlessly connect the workflow between
programmable switches and optical equipment (e.g., optical line

systems or OLS, and transponders) to support the needed dynamism
for ShapeShifter. Concretely, building ShapeShifter requires a set
of common data plane mechanisms and interfaces to coordinate
actions of optical and programmable switches. While community
efforts such as ODTN [8] have made progress to tackle these is-
sues (e.g., exposing operations support systems or OSS that provide
performance and security management of OLS via TAPIs), to our
knowledge, we currently lack unified interfaces to connect optical
gear and programmable switches, as well as mechanisms to jointly
program switch ASICs and wavelengths [44].

Emerging solutions, such as NVIDIA Spectrum-X and NVIDIA
Quantum-X silicon photonics networking switches, demonstrate
the potential of integrating optical and packet-level switching on
a unified platform. However, even these advanced devices require
a coordination layer to fully exploit their programmable silicon
photonics capabilities. One possible direction is to design a broker
that will enable reconfigurability at the data plane by coordinat-
ing with the relevant optical components, including integrated sys-
tems like Spectrum-X and Quantum-X, and programmable switches
in response to application requirements. For example, the broker
can coordinate the forwarding behavior (for a given topology) by
leveraging the ODTN P4Runtime interface, while simultaneously
orchestrating the dynamic configuration of optical paths through
Spectrum-X/Quantum-X interfaces and established protocols such
as TAPIs (over RESTCONF) and OpenConfig (over NETCONF).

5.2 Packet-optical control plane abstractions
The second challenge is the lack of a central coordination and control
capability to transparently transform existing as well as potentially
new cross-layer applications written by operators into concrete data
plane configurations that are mindful of the performance of the
network as well as those constraints imposed by programmable
optical gear and switches.

To address this challenge, we plan to investigate an integrative,
cross-layer abstraction to (a) translate application requirements into
data plane configurations, (b) identify optimal allocation of switch
(e.g., ASICs) and optical (e.g., wavelengths) resources, and (c) in-
stantiate those allocations on the relevant switches and optics using
the data plane broker.

One possible direction to address (a) is to develop a new network
policy language, (e.g., NetCore [57]), language extension (e.g., how
SNAP [12] extends NetCore), or API (e.g., SOL [36]) that integrates
OTP primitives alongside traditional forwarding-behavior primitives.
A key challenge in this direction is how to design policy primi-
tives that capture spatial adaptability enabled by OTP. For example,
forwarding policies specified in NetCore could be annotated with
additional performance-level information such as the bandwidth
available for each particular policy or physical isolation constraints
between policies.

At the core of (b) is the classical optimization problem (§ 1): how
to best allocate wavelengths and switch resources on network paths
in such a way as to satisfy the required performance and operational
properties while ensuring high efficiency for the allocated paths? In
practice, this kind of optimization problem cannot be solved within a
short period of time using a state-of-the-art optimizer (e.g., Gurobi).
We envision two directions to address (b): reducing the search space
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or relaxing the optimization objective. In ShapeShifter, we plan to (i)
explore rounding-based approximations and clustering techniques
to reduce the search space, and (ii) develop heuristics for faster
convergence to near-optimal solutions.

6 Discussion
The community can come together to tackle some of the practical
challenges listed above through the following actions.

To the Academic Community. The assumption of a stable physi-
cal layer model by the networking community is at odds with pro-
grammable optics assumed in ShapeShifter. Changing this assump-
tion and quantifying its benefits in an operational setting requires
measurement-driven innovations including (i) creation of end-to-end
measurement capabilities (e.g., optical layer traceroute) that can
offer visibility into several optical devices in a network path, (ii)
unified interfaces to expose the measurements from the optical layer
to the higher layers of the network stack, and (iii) ShapeShifter to
dynamically reprogram data plane devices (e.g., reprogram Tofino
stage(s) in the face of Q-drop at the optical layer) to benefit appli-
cations. This would also facilitate the creation of community-wide
datasets that simulataneusly provide information about both the
packet and optical layers.

Building these innovations, however, is fraught with challenges.
First, building an optical layer traceroute requires participation
from operators from several constituents (e.g., cloud providers, tran-
sit providers, etc.). Second, building ShapeShifter calls for exper-
tise/collaboration among optics and networking researchers. Third,
we posit that the fate of the envisioned measurement tools will be
similar to layer-3 traceroute due to privacy and security reasons
(e.g., blocking/dropping measurements, malicious intent to map the
wavelength allocation in a network, etc.). Assuming participation
from network operators, one way to address this challenge is to build
an enclave (similar to secure containers in Intel SGX) in optical
devices where SNMP or TL1 could be used to query the devices and
provide responses without violating privacy and security concerns
of operators.

To the Funding Agencies. Large-scale testbeds for prototyp-
ing network applications atop programmable switches (e.g., FAB-
RIC [4]) as well as with capabilities to conduct optical experiments
(e.g., COSMOS [3]) abound. However, similar to the isolated nature
of the two communities, the current testbeds suffer from the packet-
optical chasm when it comes to their ability to offer control of packet
and optical layers to end users. This problem is aggravated by the
lack of OTP-ready testbeds in the community (§ 1). Consequently,
we need concerted efforts from the funding agencies to support the
creation of new (or extension of existing) community-wide testbeds
for a programmable network core in which both switches and optics
could be programmed simultaneously.
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